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HUcTounuk mydamkannu
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IIpumeyaHue K TOKYyMEHTY
Hauano aeiictBus nokymenta - 28.09.2014.

Ha3sBanmue 10xymeHTa
ITpuka3z ®Cb Poccun ot 10.07.2014 N 378
"O6 yrBepxkaeHun CocTaBa U COJEp)KaHUS OPraHM3ALMOHHBIX M TEXHUYECKHX MEp 110
obecrieueHnI0 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MpU HX 00paboTke B HH(POPMAIMOHHBIX
CHUCTeMaX IEepPCOHAIBHBIX JAHHBIX C HCIOJb30BAHUEM CPEACTB KPHUITOTPahUUEcKOi 3aIIuThI
uH(poOpMallii, HEOOXOAUMBIX JUIsl BBINOJMHEHHS YCTaHOBIEHHBIX [IpaBurenncrBoM Poccuiickoit
Oenepany  TpeOOBaHUN K 3alIUTE MEPCOHAIBHBIX JAHHBIX IS KaXJAOr0 U3 YPOBHEH
3alUIeHHocT"
(3apeructpupoBano B Muntocte Poccun 18.08.2014 N 33620)

KOHchILTaHTHJIIOc www.consultant.ru Crpanuna 2 u3 13

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxa3z ®CB Poccun ot 10.07.2014 N 378
"O0 yrBepxknennu CoctaBa U COACPIKAHUS OPTaHU3ALUOHHBIX U TEXHUYECKUX MEp TI0
obecrieye...

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 19.04.2019

3apeructpupoBano B Muntocte Poccuu 18 aBrycra 2014 r. N 33620

®EOEPAJIbHASA CNY>XXBEA BE3ONACHOCTU POCCUACKOWU ®ELQEPALINA

MPUKA3
ot 10 urons 2014 r. N 378

Ob YTBEPXOEHUN COCTABA U COOAEPXAHUA
OPITAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX OAHHBLIX NMPU NX OBPABOTKE
B UHPOPMALMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AHHbIX
C UCNOJIb3OBAHMEM CPE[CTB KPUNTOMNPA®UYECKON 3ALLUUTDI
MHOOPMALUUN, HEOBXOAUMbIX AJ1A BbINMOJIHEHUA YCTAHOBJIEHHbIX
NMPABUTENbCTBOM POCCUNCKOU ®EQEPALIMM TPEBOBAHUU K 3ALLUTE
NEPCOHAJbHBLIX OAHHbIX ONA KAXOOro n3 YPOBHEN 3ALLULWLEHHOCTHU

B cootBercTBHM ¢ yacThio 4 cratbu 19 denepanbuoro 3akona ot 27 uronst 2006 r. N 152-03 "O
MEePCOHANIbHBIX JaHHBIX" <]> mpuKa3bIBalo:

<1> Cobpanue 3akoHoaTenbecTBa Poccuiickoii @eneparuu, 2006, N 31 (u. 1), ct. 3451; 2009, N 48,
cT. 5716; N 52 (u. I), ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, c1. 6409; N 52 (u.
I), cT. 6974; 2011, N 23, cT. 3263; N 31, cT. 4701; 2013, N 14, ct. 1651; N 30 (4. I), cT. 4038.

yTBepauTh npuiaraeMblie CocTaB M COJIEp)KaHHWE OpPraHU3alMOHHBIX M TEXHUYECKMX MeEp IO
o0ecrnieueHno 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX IPU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAax
NEPCOHATBHBIX JIAHHBIX C MCIIOJIB30BAaHUEM CPEJICTB KpUNTOrpapuueckor 3amuThl HHGPOpMalny,
HE0OXOJIMMBIX I BBIIIOJIHEHUS ycTaHOBIEHHbIX [IpaBuTenbctBoM Poccuiickoit deneparun TpeboBaHMii
K 3aIlUTE NEPCOHAIBHBIX JAHHBIX Ul KaKJI0TO U3 YPOBHEH 3alIUIIIEHHOCTH.

Jupexrop
A.BOPTHHMKOB

[Ipunoxenne
k npukazy ®Cb Poccun
ot 10 nrons 2014 r. N 378

COCTAB U COOEP>XXAHUE
OPIrAHU3AUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE

KOHcyHbTaHTHHIOC www.consultant.ru Crpanuna 3 u3 13

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxa3z ®CB Poccun ot 10.07.2014 N 378
"O0 yrBepxknennu CoctaBa U COACPIKAHUS OPTaHU3ALUOHHBIX U TEXHUYECKUX MEp TI0
obecrieye...

JoxkymenT npenoctasien Koncynsrantlmoc
Jarta coxpanenus: 19.04.2019

B UHPOPMALIMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX
C UCNOJIb3OBAHMEM CPE[CTB KPUNTONPA®UYECKON 3ALLUUTHI
MHOOPMALUUN, HEOBXOAUMbIX AJ1A BbINMOJIHEHUA YCTAHOBJIEHHbIX
NMPABUTENbLCTBOM POCCUNCKOU ®EQEPALIMM TPEBOBAHUU K 3ALLUTE
NEPCOHAJbHbIX OAHHbIX ONA KAXOO0ro n3 YPOBHEN 3ALLULWEHHOCTH

1. O0wue nonoxeHus

1. Hacrosimuii TOKyMEHT OIpeNessieT COCTaB M COJEP)KAaHHE OPraHM3aLMOHHBIX M TEXHHYECKHX
Mep Mo oOecreueHuIo 0e30MacHOCTH MEePCOHATIbHBIX JTaHHBIX MpU UX 00paboTke B MH(GOPMALMOHHBIX
cHCTeMax NEepPCOHANBHBIX JaHHBIX (Hanee - MH(OpPMAIMOHHAS CHUCTEMa) C HCIIOJIB30BaHUEM CPEICTB
kpunrtorpaduueckoit 3amutel uHGopMmanuu (mamee - CK3UM), HeoOXOOUMBIX ISl BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButenbctBoM Poccuiickoit ®enepanun TpeOOBaHMN K 3alIUTE IEPCOHAIBHBIX
JAHHBIX JUIS KQKIOTO U3 YPOBHEW 3alIUIIIEHHOCTH.

2. Hacrosimuii TOKyMEHT TIpeTHa3HaueH JIs orniepaTopos, ucrnonb3yromux CK3U mist obecrieuenus
0€30MMacHOCTH MEePCOHATBHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX.

3. IlpumeHeHne OpraHnu3alMOHHBIX U TEXHHYECKHX MEp, ONPENEICHHBIX B HACTOSIIEM JOKYMEHTE,
obecrieynBaeT OmepaTop € Y4YeTOM TpeOOBaHMN SKCIUTyaTalMOHHBIX JokyMeHToB Ha CK3U,
UCTOJNb3yeMble Il o0ecriedeHus: Oe30MacHOCTH NEPCOHANBHBIX MJAaHHBIX TPH HX O00paboTKe B
MH(QOPMAIIMOHHBIX CUCTEMaX.

4. Okcruryatanusa CK3U nomkHa oCylecTBIsATHCS B COOTBETCTBUH C jJokyMeHTtanueit Ha CK3U u
TpeOOBaHUSMHU, YCTAHOBJICHHBIMH B HACTOSIIEM JOKYMEHTE, a TakKe€ B COOTBETCTBUU C HWHBIMH
HOPMATUBHBIMH ITPABOBBIMU aKTaMH, PETYIHPYIOIIMMH OTHOIIICHHS B COOTBETCTBYIOIICH 00J1acTH.

II. CocTaB u copepxaHue opraHM3aluOHHbIX
U TEXHUYECKUX Mep, HeOOXOIUMBIX JJIs1 BHITIOTHEHHUS
ycraHoBlieHHBIX [IpaBurensctBoM Poccuiickoin denepannn
TpeOOBaHUII K 3aIUTE MEPCOHAIBHBIX JTaHHBIX
ISt 4 ypOBHSI 3aITUIIICHHOCTH

5. B cootBercTBUM ¢ myHKTOM 13 TpeboBanuii K 3a1inTe NEPCOHANIBHBIX JaHHBIX NPU UX 00paboTKe
B MHQOPMAIMOHHBIX CHCTEMax IEPCOHAJIbHBIX  JAaHHBIX, YTBEPXKJEHHBIX IOCTaHOBJIECHUEM
[IpaButensctBa Poccuiickoit ®@enepauuu ot 1 HosiOps 2012 r. N 1119 <I> (manee - TpebGoBaHus k
3alIUTe MEePCOHAIBHBIX JaHHBIX), Ui oOecreueHus 4 ypOoBHS 3allMIIEHHOCTH NMEPCOHATBHBIX IAHHBIX
pHu Ux 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMax HEOOXOAUMO BBINOJHEHUE CIETYIOINX TPEOOBAHUMI:

<1> Cobpanue 3axoHomarenscTBa Poccuiickoit denepamuu, 2012, N 45, 6257.

a) opraHm3anus pexuMa oOecreueHuss OE30MacCHOCTH TOMEIIEHHWH, B KOTOPBIX pa3MelieHa
nH(OpMaIIMOHHAS CHCTEMa, IPETSITCTBYIONIETO BO3MOKHOCTH HEKOHTPOIMPYEMOTO TIPOHUKHOBEHUS MITH
Hpe6BIBaHH$[ B OTUX MMOMCIUICHUAX JIMI, HC UMCIOIIUX ITpaBa AOCTYIIa B 3TH IMOMCIICHUS;

0) obecrieyeHrne COXpaHHOCTH HOCUTEIIEH NMePCOHATBHBIX JaHHBIX;
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B) YTBEP)KICHHME PYKOBOJIUTEIEM Olleparopa JAOKYMEHTA, ONPEIEISIONIEr0 NepPEeUeHb JIHL, JTOCTYII
KOTOPBIX K MEPCOHAJIbHBIM JAaHHBIM, 00pabaTbiBaeMbIM B MH(POPMAIIMOHHON CHUCTEME, HEOOXOIUM IS
BBITIOJIHEHUS UMU CITYKEOHBIX (TPYAOBBIX) 00S3aHHOCTEH;

I') UCIOJIb30BAHNE CPEACTB 3ALUTHI MH(POPMAILUK, MPOIMIEIIINX TPOLEAYPY OLEHKH COOTBETCTBUS
TpeOoBaHUsAM 3aKoHOAaTenbcTBa Poccuiickoit ®Depepannu B obnactu obecrieueHust 0€30MaCHOCTH
uHbopMalMy, B Cilydae, KOIJla IPUMEHEHHE TaKUX CpEICTB HEOOXOIUMO s HEHTpalnu3aluu
aKTYaJIBHBIX yIPO3.

6. Jlyis BBITIOJIHEHHS TpeOOBaHUs, YKa3aHHOTO B MOAMYHKTE "a" MyHKTa 5 HACTOAIIETO JOKYMEHTA,
HEOO0X0MMO  OOecreueHHe  peXuMa, MPEMATCTBYIOMIETO  BO3MOXXHOCTH — HEKOHTPOJIUPYEMOTO
MIPOHUKHOBEHUSI WM MpeObIBaHUS B MOMEIIEHUSX, INe pa3MenieHsl ucnonb3dyembie CK3U, xpansrcs
CK3U u (um) HOCHUTENN KITIOUEBOH, ayTeHTHuIpyomei nu napoasHoi napopmanun CK3U (nanee -
[Tomemienust), U1, He UMEIOIINX MpaBa Joctyna B [loMenienns, KOTopoe JOCTUTACTCS MTyTEM:

a) ocHamenus [lomeniennii BXOAHBIMH JBEPHMH C 3aMKaMH, 00ECIIEYECHHUS TIOCTOSHHOTO 3aKPBITHS
nseper [lomemennii Ha 3aMOK M MX OTKPBITUS TOJIBKO JUIsl CAHKIIMOHMPOBAHHOIO IPOXO0Ja, a TAKXKE
ormevareiBaHusl llomemenuii mo okoHyaHuM pabodero AHS WM oOopymoBanue IlomemeHuit
COOTBETCTBYIOIIMMU TEXHUYECKMMH YCTPOMCTBAMHU, CUTHAIM3UPYIOLIUMH O HECAaHKIMOHHUPOBAaHHOM
BCKpbITUU [loMenenunit;

0) yrBepxkaeHus mpasui goctyna B Ilomemenus B pabouee u Hepabouee Bpems, a Takke B
HEIITATHBIX CUTYAITUsX;

B) YTBCPKACHUA IEPECUYHS JIML, UMCIOIIUX ITPaBO JOCTYIIA B ITomemienus.

7. J1ns BBITIOJIHEHUS! TPEOOBaHUs, YKa3aHHOTO B MOJANYHKTE "0" MyHKTa 5 HACTOSIIEro JOKYMEHTA,
HEOOXOUMO:

a) OCYIIECTBISTh XpaHEHUE CHEMHBIX MAIIMHHBIX HOCHTENICH MEePCOHAIBHBIX JaHHBIX B ceidax
(Meramnueckux Mmkadax), 000pyIOBaHHBIX BHYTPEHHUMH 3aMKaMH C JByMsI Win Oosee nyOIuKaTaMu
KITFOYeH W TPHUCIIOCOOJICHUSIMH JJIsS OIEYaThIBAHUS 3aMOYHBIX CKBRXUH WM KOJOBBIMH 3aMKamu. B
cllydae ecii Ha CheMHOM MAaIllMHHOM HOCHUTEJE MEePCOHATBHBIX JaHHBIX XPAHATCS TOJIBKO MEPCOHATbHbBIE
JTaHHBIE B 3amuppoBaHHOM ¢ ucnonb3oBanreM CK3U Buze, momyckaercs XpaHEHHE TaKUX HOCHTEICH
BHE ceiidoB (MeTammnyeckux mkados);

0) OCYyILIECTBIATh MO3K3EMIUISIPHBIN y4eT MallMHHBIX HOCUTENEH NepCOHAbHBIX TAHHBIX, KOTOPBIN
JOCTUTAETCA IIyTEM BEACHMs )KypHaJla ydeTa HOCHUTENIEH NEPCOHAIBHBIX JaHHBIX C HMCIOJIb30BaHHEM
PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB.

8. Jlna BeImONHEHHUS TpeOOBaHUS A3aHHOI'O B IIOAIIYHKTC "B" myHKTa 5 HaACTosACro JOKYMCHTAaA
’ Yy y >
HGO6XOJII/IMOI

a) paszpaboTaTh W YTBEPIUTH JOKYMEHT, ONPECNSIONINN TMEepeueHb JHUIl, JOCTYI KOTOPBIX K
MePCOHAILHBIM JaHHBIM, 00pabaThiBaeMbIM B MH(POPMAIIMOHHON CHCTEME, HEOOXOIUM JIJIsl BHITIOTHEHUS
UMHU CITYKEeOHBIX (TPYIOBBIX) 0053aHHOCTEIH;

0) mojiepKUBaTh B aKTyaJIbHOM COCTOSIHUU JOKYMEHT, ONPEIENSAIOMUN MepeueHb UL, AOCTYII
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KOTOPBIX K MEPCOHATBHBIM JaHHBIM, 00pabaThiBaeMbIM B HH(POPMAITMOHHOW CHUCTEME, HEOOXOIUM IS
BBITIOJIHCHUSI MU CITYKEOHBIX (TPYIOBBIX) 005S3aHHOCTCH.

9. Jlns BBINIOJIHEHUSI TPEOOBAHUS, YKa3aHHOI'O B MOAMYHKTE "I MyHKTa 5 HACTOSILEro J0KYMEHTA,
HEOO0XOAUMO Ui KaXKJIOr0 M3 YPOBHEHM 3alUIEHHOCTH NEepCOHalIbHbIX AaHHbIX npuMmeHeHne CK3U
COOTBETCTBYIOIIETO KJacca, MO3BOJSIOIMX 00eCHeunBaTh 0E30IaCHOCTh MEPCOHAIBHBIX IAHHBIX HPU
peanu3aluy IeJeHaNpaBIeHHbIX JEHCTBUHA C MCIIOJIB30BAaHUEM allllapaTHBIX M (WJIM) HPOTrPaAMMHBIX
CpPEeACTB ¢ Lenbio HapymieHus 0ezomacHocty 3anmmaeMbix CK3U nepcoHanbHBIX TaHHBIX MU CO3AHHUS
YCIIOBHMH U151 3TOTO (Aajiee - aTaka), KOTOPOe JOCTUTAeTCsl IyTeM:

a) TOJy4EHUS HCXOAHBIX MJAaHHBIX i1 (HOPMUPOBAHHS COBOKYIMHOCTH NPEAMONIOKEHUH O
BO3MOKHOCTSIX, KOTOpPbIE MOTYT HMCIIOJIb30BaThCSl IPU CO3JJaHUU CIIOCOOOB, MOJTOTOBKE U MPOBEACHUU
aTax;

0) dbopMUpOBaHUS U YTBEPKACHUSI PYKOBOAMUTEIEM OMEpaTOpa COBOKYITHOCTH MPEANONIOKEHHUHA O
BO3MOKHOCTSIX, KOTOPBhIE MOTYT MCIOJB30BAaThCS MPU CO3JaHUU CIOCOOOB, MOATOTOBKE U MPOBEICHUU
aTak, ¥ ONpe/eICHNEe Ha 3TOM OCHOBE U C YYETOM THUIIa aKTYyalbHBIX Yyrpo3 Tpedyemoro kinacca CK3U;

B) HCIIOJIb30BaHU JUIsl oOecnieueHusi TpeOyeMoro ypoBHS 3alIMIICHHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux oopadorke B uHpopmanuonHoit cucteme CK3U kinacca KC1 u Bbiie.

10. CK3U xmacca KC1 npumensitoTcss i HEWTpaiu3alud aTak, NpU CO3JaHUU CIOCOOOB,
MOATOTOBKE U IPOBEJCHUH KOTOPBIX UCIOIB3YIOTCS BO3MOKHOCTH U3 YUCIIA CIETYIOIHX:

a) co3JlaHue Croco0O0B, MOATOTOBKA M MIPOBEICHUE aTaK 0e3 MPUBIICUEHUS CIICIIMAIUCTOB B 00JIaCTH
pazpabotku u ananuza CK3U;

0) co3zmanue croco0oB, MOATOTOBKA U MPOBEICHUE aTaK Ha PA3IMYHBIX dTanax >KU3HEHHOTO LMK
CK3U <1>;

<I> K osranam >xu3HeHHoro mmkia CK3UW oTHocsaTcs pazpaboTka (MOJEpHHU3AIUA) yKa3aHHBIX
CPEICTB, UX MPOU3BOJCTBO, XpaHEHHE, TPAHCHOPTHPOBKA, BBOJ B AKCIUIyaTalUio (IIyCKOHaJaJO4YHbIE
paboThI), IKCILTyaTalus.

B) IIPOBEJCHHE aTaKh, HAXOAsIChb BHE IPOCTPAHCTBA, B Ipelerax KOTOPOIrO OCYIIECTBISAETCS
KOHTPOJb 3a npeOblBaHHMEM M JEHCTBUSAMHU JHIl U (WIM) TPAHCIOPTHBIX CpelncTB (manmee -
KOHTpOJIHMpyeMas 30Ha) <1>;

<1> TI'panuuell KOHTPOJUPYEMOH 30HBI MOTYT OBITH IEPUMETP OXpaHIEMOHl TeppPUTOPUH
npennpusaTis (y4pexIeHus), OorpakJarollie KOHCTPYKLHUU OXPaHSEMOro 3/1aHus, OXpPaHAEMOHl 4acTH
3/1aHUs, BBIJICJIEHHOTO [IOMEIIECHHUS.

I) T[poBeAEHHWE Ha dTamax pa3paboTku  (MOAEpHH3AlMM), TPOU3BOJACTBA, XpaHEHUS,
tpancnoptupoBkn CK3W u srane BBoma B skcrmuryatanuio CK3U (myckonanmagouyHble paboTHI)
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CJICAYIOIIUX aTaK:

BHECEHHE HeCaHKIHOHUpOBaHHBIX u3MeHeHH B CK3U u (mnM) B KOMIIOHEHTHI ammapaTHBIX U
MIPOrPaMMHBIX CPEJICTB, COBMECTHO C KOTOphIMH mTAaTHO (yHKIMoHHPYOT CK3U M B COBOKYIHOCTH
npeacrapisitonue cpeny Gynkruonupoanus CK3U (manmee - CD), koTopbie COCOOHBI MOBIUATH Ha
BeIMoNHeHNe mpenbsBisieMbix kK CK3UW TpeOoBaHMii, B TOM YHCIIE C HCIOJB30BAHHEM BPEIOHOCHBIX
IporpaMM;

BHECEHUE HECAHKIIMOHMPOBAaHHBIX U3MeHeHuH B okymMeHTanno Ha CK3U n xomnonentsl CO;
1) IpoBeJIeHNE aTak Ha dtare skcruryaTaruu CK3U nHa:

[IEPCOHAJIbHBIE JIaHHBIE;

KIIIOYEBYI0, ayTeHTU(PUIMPYIOILYIO U maposibHyto nHpopManuio CK3;

nporpammubie komnoHeHTsl CK3U;

anmnapaTtHbele kKomnoHeHTsl CK3U;

nporpaMMHbie KomrnoHeHThl C®D, BKiIrouas mporpamMmmHoe obecriedenue BIOS;

anmnapaTHble KOMIOHEHTbl CD;

JTaHHbIE, IIepeaBaeMble 110 KaHajlaM CBSI3U;

WHBIE OOBEKTHI, KOTOPbIE YCTAaHOBIEHBI MPH (POPMHUPOBAHWU COBOKYITHOCTU MPEANOIIOKEHUNH O
BO3MOXHOCTAX, KOTOPBIC MOT'YT MCIOJB30BATLCA IIPpU CO3JaHHUU CHOCO6OB, MMOATOTOBKE W IMPOBCACHHUN
aTaKk C Y4YeTOM TMPUMEHSEMBIX B HH(POPMAIIMOHHON cHcTeMe WH()OPMAIMOHHBIX TEXHOJIOTHIA,
anmapaTHbIxX cpencts (nanee - AC) u nmporpaMMHoOro ooecnieuenus (nanee - [10);

€) TMOoJlyueHHMEe M3  HaXOJIAIMXCI B  CBOOOJHOM  JOCTyN€  HCTOYHHUKOB  (BKJIIOYas
MH(OPMALIMOHHO-TEJIEKOMMYHUKAI[UOHHBIE CETH, JOCTYIl K KOTOPHIM HE OrpaHWYeH OIpeAeseHHBbIM
KpPYroM JIMII, B TOM 4Hcie MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHYIO ceTh "MHTepHeT") nHpopmanuu
00 uHpopManMoHHON cucteme, B kKoTopoil ucnonwpzyercss CK3U. Ilpu sTomM MoxkeT OBbITH MMOJIyueHa
cleayroas uHpopManus:

oOune cBeneHus 00 MHQPOpPMAIMOHHON cucTteMe, B KoTopoil ucnonb3yercs CK3U (naznauenwue,
COCTaB, OIepaTop, 0ObEKTHI, B KOTOPHIX Pa3MELIeHbI pecypchl HH(OPMAIIMOHHON CUCTEMBI);

cBenleHnss 00 WH(DOPMAIMOHHBIX TEXHOJOTUsAX, 0Oa3zax naHHbiX, AC, IIO, wucnoib3yembix B
uHpopmanroHHoil cucteme copmectHo ¢ CK3U, 3a uckitoYeHneM CBeleHUH, colepKaluxcs TOJIbKO B
KOHCTPYKTOPCKOM JOKYMEHTalluu Ha WH(OpPMalMOHHBbIE TexHojoruu, 0a3sl naHHbIX, AC, IIO,
UCToNib3yeMble B HH(opMannoHHou cucteme coBmecTHo ¢ CK3U;

coepKaHue KOHCTPYKTOpCcKor nokyMeHTanuu Ha CK3U;

coJlep’KaHue HaXOJAIICHCS B CBOOOIHOM JOCTYINE JOKYMEHTAIIMU Ha allapaTHhIE U MpOTrpaMMHbIe
kommoHeHTHl CK3U u CO;
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o0mrre cBeleHus O 3amuaeMoi HHGOpMaIuu, UCIIOJIb3yeMOit B mporecce dkcruryaranuu CK3U;

CBEJICHUS O KaHaJlaX CBSI3H, MO0 KOTOPHIM nepenatorcs 3anmmaembie CK3U nepcoHanbHbIe 1aHHBIC
(manee - KaHaJ CBSI3H);

BC€ BO3MOXXHBIC JAaHHBIC, IIEPCAABACMBIC B OTKPBITOM BUC 110 KaHAJIaM CBA3H, HE 3alllUIICHHBIM OT
HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA K I/IH(bOpMaI_II/II/I OpraHru3allMOHHBIMHA U TEXHUYCCKUMH MCPAMMU,

cBeZeHuss 000 BceX MPOSBISIONIMXCA B  KaHalax  CBA3M, HE  3alMIIEHHBIX  OT
HECaHKIIMOHUPOBAHHOTO JIOCTyNa K HWH(OpPMAMH OPraHU3allMOHHBIMU W TEXHUYECKUMHU MEPaAMH,
HapymeHusx npasui dkciutyatauun CK3U u CO;

cBelleHUsT 000 BceX TMPOSBISIONIMXCS B KaHajax  CBS3M, HE  3al[UIIEHHBIX  OT
HECAHKIIMOHMPOBAHHOIO JOCTyNa K HH(GOpMAlMM OPraHMU3alMOHHBIMU U TEXHUYECKUMH MEpaMu,
HEHMCTIPaBHOCTSX M c00sX anmapaTHbIX kKomnoneHToB CK3U u CO;

CBEIICHHUs, TOJIy4acMble B pPe3yJbTaTe aHAIM3a JIOOBIX CHTHAJIOB OT allapaTHhIX KOMITOHEHTOB
CK3U1 u Cd;

’K) IpUMECHEHUE:

HaXOJIAIIMUXCS B CBOOOIHOM JOCTYIIE MJIM MCIOJb3YEMBIX 32 IIpeiesiaMyu KOHTpoJupyemMoi 30Hb1 AC
u 10, Bkitoyas annaparasie U nporpammibie KomnoHeHTsl CK3U u CO;

cnenuanbHo pazpadboranusix AC u I10;

3) UCHOJIB30BAHUE HA HTalle HKCIUTyaTallud B Ka4ecTBE CPe/ibl IEpeHoca OT CyObeKTa K 00beKTy (0T
00BEKTa K CYyOBEKTY) aTaku AEUCTBUN, OCYILECTBISEMBIX MPU HOATOTOBKE U (MJIM) IPOBEICHUM aTaKH:

KaHaJIOB CBA3HW, HC 3alllUIICHHBIX OT HCECAHKOUOHUPOBAHHOTO JOCTyIla K I/IH(I)OpMaI_II/II/I
OpraHnu3allMOHHBIMH U TEXHUYCCKUMU MCPAMU,

KaHaJIOB paclpoCTPpaHEHHs CUTHAJIOB, conpoBoxaaonmx ¢pynkunonuposanue CK3U u CP;

M) TpPOBEACHME HA 3Tame HKCIUTyaTalliM aTaku U3 HH(OPMAlMOHHO-TEIEKOMMYHUKALMOHHBIX
ceTel, T0CTYI K KOTOPbIM HE OTPaHUYEH OINpPe/IeIeHHBIM KPYIOM JIMIL, €CJIM UHPOPMALIMOHHBIE CUCTEMBI,
B KOTOPBIX ucnoyb3yroTcss CK3U, UMEr0T BBIXO/T B 3TH CETH;

K) MCIIOJIb30BaHME Ha 3Tare JKCIUTyaTallud HaXOAIIMXCS 3a MpeAesaMH KOHTPOJIHPYEMOM 30HBI
AC u I1O u3 cocraBa cpenctB MHGOPMAIIMOHHON CHUCTEMBI, MPUMEHIEMBIX Ha MECTax JKCIUTyaTalluu
CK3U (nanee - mraTHble CPEICTBA).

11. CK3U xmacca KC2 mnpumeHstoTCsS Il HEWTpalW3allud aTak, NpPH CO3JaHUU CIOCOOOB,
IOJArOTOBKE U MPOBEICHUHN KOTOPBIX MCIIOJIB3YIOTCS BO3MOXKHOCTH M3 YMCIIA TIEPEYUCIEHHBIX B ITYHKTE
10 nacTosiIIero T0KyMeHTa U He MEHEe OJTHOU U3 CIEAYIOIINX JOTIOJHUTEIBLHBIX BO3MOKHOCTEH:

a) MMPOBCACHUC aTaKU IMPU HAXOKIACHUH B IIpCACIax KOHTpOHprCMOﬁ 30HBI;

0) mpoBeneHue aTak Ha stane dKkcrmyaranu CK3U Ha ciaenyromuye 00beKTHI:
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nokymenTanuto Ha CK3U u komnonentsr CO;

[ToMemieHusi, B KOTOPBIX HAaXxOJIUTCS COBOKYIHOCTb IPOIPAaMMHBIX M TEXHMUYECKHX 3JIEMEHTOB
cucreM 00pabOTKH JaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH CAMOCTOSITENIBHO HJIM B COCTaBE JIPYTHX
cucteM (nanee - CBT), na koropsix peanuzoBansl CK3U u CO;

B) IOJIyu€HHE B PaMKax IPEIOCTABICHHBIX MOJHOMOYMH, a TaKKe B pe3ysibTaTe HaOIIOACHUI
creayromei nHPpopMaLuu:

CBelcHH O (U3MYECKHX Mepax 3alUThl OOBEKTOB, B KOTOPBIX pPa3MEMICHBI PECYpChI
MH(OPMALIMOHHON CUCTEMBI;

CBEJICHUM O Mepax MO 00ECIEYEHHIO KOHTPOJIHUPYEMOM 30HBI OOBEKTOB, B KOTOPHIX pa3MELICHbI
pecypchl ”HGOPMAIIMOHHON CUCTEMBI;

CBEJICHUN O Mepax Mo pasrpanuyeHuto jgocrymna B [lomemienus, B koropeix Haxomstcs CBT, na
kotopbix peanu3zoBanbl CK3U u CO;

I) HCHOJb30BAaHME IUTATHBIX CPEACTB, OIPAaHUYEHHOE MepaMH, peaJu30BaHHbIMU B
MHGOPMALMOHHOM cucTeMe, B KoTopoil ucnonbzyercs CK3M, u HanpaBieHHbIMU Ha MIPEJOTBPALLEHUE U
IIpECEYCHNE HECAHKIIMOHUPOBAHHBIX JACHUCTBU.

12. CK3U xmacca KC3 npumeHstoTcs Uil HEWTpalM3allMd aTak, MPH CO3JIaHUHM CIIOCOOOB,
MOATOTOBKE U MPOBEJICHUN KOTOPHIX MUCIOIB3YIOTCS BO3MOXXHOCTH U3 YKCJIA MEPEUUCICHHBIX B MTyHKTaX
10 u 11 HacTosIIero JOKYMEHTa U HE MEHEE OJTHOM U3 CIECAYIONIUX TOTOTHUTENFHBIX BO3MOKHOCTEH:

a) ¢pusnueckuit foctyn k CBT, Ha kotopsix peanimzoBanbl CK3U u CD;

0) BOBMOXKHOCTb pacrosnararh annaparHeiMu komnoneHTamu CK3M u CO, orpannueHHas Mepami,
peain30BaHHBIMU B MH(POPMAIIMOHHON cucteme, B KoTopoi ucnons3yercs CK3U, u HanpaBneHHbIMU Ha
MIPEAOTBPALIEHUE U IIPECEUCHUE HECAHKIIMOHUPOBAHHBIX JCHCTBUN.

13. CK3U kmacca KB mnpumensitorcs nisi HEWTpaiM3alldd aTak, NpHU CO3JaHUH CIOCOOOB,
MOATOTOBKE U MPOBEJIECHNUN KOTOPBIX MUCIONb3YIOTCA BO3MOXXHOCTH U3 YMCIIA NMEPEUUCICHHBIX B ITYHKTaX
10 - 12 HacTosMmIero TOKyMEHTa U HE MEHEE OJTHOM M3 CIICAYIONIUX JTOTIOJTHUTEILHBIX BO3MOKHOCTEH:

a) CO3/IaHHe CTIOCO0O0B, TOJITOTOBKA M MIPOBEJCHHE aTaK C MPUBJICYCHUEM CIICIUATNCTOB B 00JIACTH
aHanM3a CUTHaJoOB, conmpoBoxaaronux ¢yakuuonupoBanne CK3U u CD, u B o6macTu MCHOIb30BaHUS
JUIS pealin3allii aTak HeIOKYMEHTHPOBAHHBIX (HEJIEKIapUPOBAHHBIX) BO3MOKHOCTEMH mpukiaaHoro [10;

0) mpoenenue nadopatopHbix uccnenaoBanuit CK3U, ucnonp3yeMbIx BHE KOHTPOJIUPYEMOU 30HBI,
OrpaHUYEHHOE MepaMM, pPEaTU30BaHHBIMH B HH(OPMAIIMOHHON CHCTEME, B KOTOPOW HCIOJIb3YyeTCs
CK3U, u HanpaBJIEeHHBIMU Ha IPEIOTBPAIICHUE U IPECEYEHNE HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA;

B) NpoBeleHHEe paboT MO CO3[aHUI0 CHOCOOOB M CPEACTB aTak B HAayYHO-MCCIIEAOBATEIbCKUX
LEHTpax, CHelHalu3upylomuxcs B obmactu paszpabotku u aHanmumza CK3U u CO, B ToM uymcne c
UCIIOJIb30BAHUEM HCXOJHBIX TeKCTOoB Bxogsamero B C® mpuxnagHoro IIO, HemocpencTBeHHO
MCIOJIb3YIOLIETO BBI30BbI IporpaMMHubIX GyHkimii CK3U.

KOHcyHbTaHTHJIIOC www.consultant.ru Crpanuna 9 u3 13

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxa3z ®CB Poccun ot 10.07.2014 N 378
"O0 yrBepxknennu CoctaBa U COACPIKAHUS OPTaHU3ALUOHHBIX U TEXHUYECKUX MEp TI0
obecrieye...

JoxkymenT npenoctasien Koncynsrantlmoc
Jarta coxpanenus: 19.04.2019

14. CK3U xkmacca KA mnpumeHSIOTCS i HEUTpanw3aly arak, MpH CO3JaHUU CIOCO0OB,
MOJITOTOBKE U MPOBEIEHUU KOTOPHIX UCIOJIb3YIOTCS BO3MOXHOCTH U3 YHUCIIA MEPEYUCICHHBIX B MMYHKTaX
10 - 13 HacTosMmIero TOKyMEHTa U HE MEHEE OJTHOM M3 CIICAYIONIUX TOTIOJHUTEILHBIX BO3MOKHOCTEH:

a) COo3/IlaHne CTIIOCOOOB, MOJATOTOBKA M MPOBEACHHUE aTaK C MPUBJICYCHUEM CIEITUATMCTOB B 00JaCTH
WCIIOB30BaHUS ISl peaju3ali aTaKk HEJIOKYMEHTHPOBAHHBIX (HEIEKJIAPUPOBAHHBIX) BO3MOXKHOCTEH
cucremuoro I10;

0) BO3MOXKHOCTb paclioyiaraTb CBEACHUSIMHM, COAECPKAIIUMHUCA B KOHCTPYKTOPCKON JTOKyMEHTalluu
Ha armnapaTHble ¥ IporpaMMHble KOMIOHEHTHI CD;

B) BO3MOKHOCTb pacroJjaraTh BceMu anmnapaTHbiMu komnonentamu CK3U u CO.

15. B npouecce popmMupoBaHusi COBOKYITHOCTH MPEAIIOIOKEHUH O BOBMOXKHOCTSIX, KOTOPBIE MOTYT
UCTIOJNB30BATECS TPHU CO3JAaHUU CIIOCOOOB, TOJATOTOBKE H TIPOBEICHHHM AaTak, JOMOJHUTEIbHBIC
BO3MO)KHOCTH, HE BXOJSIINE B YHCIIO NEPEUUCICHHBIX B NMyHKTax 10 - 14 Hacrosmero IOKyMeHTa, HE
BIIMSIFOT HA TMOPSI0K onpeaenenus tpedyemoro kinacca CK3U.

III. CocraB u comepxaHre OpraHu3aMOHHBIX
U TEXHUYECKUX MEp, HEOOXOMMBIX JJISI BHITOJTHCHHS
ycraHoBlieHHBIX [IpaBurensctBoM Poccuniickoin denepannun
TpeOOBaHMI K 3alIUTE IEPCOHATLHBIX JTAHHBIX
JU1s1 3 YpOBHSI 3alIUIIIEHHOCTH

16. B coorBerctBuM ¢ mnyHKTOM 14 TpeOoBaHMii K 3alUTe MEPCOHANBHBIX JTAHHBIX IS
obecrniedeHurs 3 ypOBHsI 3alIUIIEHHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00pabOoTKe B MHPOPMAIIMOHHBIX
CHUCTEMaxX TMOMHMO BBITIOJTHEHUSI TPEOOBaHMI, MPETYCMOTPEHHBIX ITYHKTOM 5 HACTOSIIETO JOKYMEHTa,
HE00XO0IMMO BBITIOJIHEHUE TPEOOBaHUs O Ha3HAUEHUU JIOJDKHOCTHOTO Jinlia (pabOTHUKA), OTBETCTBEHHOTO
3a obecrieyeHre 0€30NacHOCTH MePCOHANBHBIX JAHHBIX B MH()OPMALMOHHON CUCTEME.

17. 1ns BeIMOIHEHHs TpeOOBaHMs, yKa3aHHOTO B MyHKTe 16 HACTOSIIEr0 JOKYMEHTa, He0OX0IuMO
Ha3Ha4YeHHE O00JIa/Ial0IIer0 JOCTATOYHBIMU HaBbIKAMU JOJDKHOCTHOTO Juila (paOOTHWKA) orepatopa
OTBETCTBEHHBIM 3a oOecreueHre 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX B UH()OPMAIIMOHHOW CUCTEME.

18. Jlnst BeIIOSTHEHUS TpeOOBaHMSI, YKa3aHHOTO B MOJANMYHKTE "I MyHKTa 5 HACTOSALIETO JOKYMEHTAa,
HEOO0X0/MMO BMECTO MEphI, MPEIyCMOTPEHHOM MOANYHKTOM "B" MyHKTa 9 HACTOSIIETO JOKYMEHTA,
UCIIOJIb30BaTh I oOecrieyeHus: TpeOyeMoro ypoBHS 3aIMIIEHHOCTH MEPCOHAIBHBIX JTAHHBIX MPU UX
00paboTke B MHPOPMALMOHHON CHUCTEME:

CK3MU knacca KB u BbilIe B citydasx, Korjaa Juisi ”HGOPMAMOHHON CUCTEMBI aKTYyalbHbI YTPO3BI 2
THUIIA;

CK3MU kiacca KC1 u BbIlIe B citydasx, Korja 1y HHPOPMAIIMOHHON CHCTEMbI aKTyalbHBI YTPO3bl 3
THUIIA.

IV. CocraB u conepxaHue OpraHu3allMOHHBIX
U TEXHUYECKUX Mep, HEOOXOTUMBIX JJIsl BBIMOJIHEHNS YCTaHOBJICHHBIX
[TpaBuTenscTBOM Poccuiickoii @enepariuu TpeOOBaHUHN K 3aIIUTE
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MNEPCOHATIBHBIX TAHHBIX JJIA 2 YPOBHA 3allITUIIICHHOCTHU

19. B coorBerctBuM ¢ myHKTOM 15 TpeOoBaHuil K 3amuTe NEPCOHAIBHBIX JAHHBIX IS
obecrieyeHus 2 ypoBHs 3alIMIEHHOCTH EPCOHANIBHBIX JAHHBIX MIPU UX 00paboTKe B MH(OPMAIIMOHHBIX
crucTeMax TOMHMO BBINIOJHEHUsI TpPEOOBaHMM, MPEIyCMOTPEHHBIX NyHKTaMH 5 u 16 Hacrosmero
JOKYMEHTa, HE00XO0/AMMO BBIIIOJIHEHHE TPEOOBaHMsI O TOM, YTOOBI JOCTYI K COJAEPKAHUIO 3JIEKTPOHHOIO
KypHaia cooOnieHnid OblT BO3MOXKEH MCKIIOYUTENBHO JUISl JODKHOCTHBIX JIMI (paOOTHUKOB) oreparopa
WIA YIOJHOMOYEHHOTI'O JIMIA, KOTOPhIM CBEJIEHUS, COJep Kalecs B YKa3aHHOM >KypHaile, HeOOXO1MMBbI
UIs1 BBITIOJTHEHHSI CITY>KEOHBIX (TPYJOBBIX) 00sI3aHHOCTEH.

20. Jlns BeINONHEHUS TpeOOBaHMs, YKa3aHHOTO B MyHKTe 19 HacTosIIero J0KyMeHTa, Heo0X0IMMO:

a) YTBEp)KIEHUE PYKOBOJIUTEIEM ONEpaTropa CIUCKAa JHI, JOMYIIEHHBIX K COJEP’KaHUIO
ANEKTPOHHOTO XKypHalla COOOIIEHUH, U MOAIep’)KaHNEe YKa3aHHOT'O CITUCKA B aKTyallbHOM COCTOSIHUU;

0) ofOecrnieuenne  WH(DOPMAIIMOHHOW  CHCTEMBI  ABTOMATH3UPOBAHHBIMH  CPEICTBAMH,
PETUCTPUPYIOMIMMHU 3aIIPOCHI MOJIb30BaTeNeil HHHOPMALIMOHHONW CUCTEMBI Ha TOTyYeHHE MePCOHATbHBIX
JAHHBIX, a TaKKe (PaKThl MPEJOCTABIICHUS MEPCOHAIBHBIX JAHHBIX O 3TUM 3alpocaM B JIEKTPOHHOM
KypHaJle COOOIIECHU;

B)  oOecrieueHrne  WHGOPMANMOHHOW  CHCTEMbl  AaBTOMATH3HUPOBAHHBIMH  CPEJCTBaMH,
UCKJTFOYAIONIMMHU JIOCTYII K COJICPKAHHIO AJIEKTPOHHOI'O JKypHaJla COOOIEHHH JIMI, HE yKa3aHHbBIX B
YTBEPKIACHHOM PYKOBOJUTEIIEM OIepaTopa CIUCKE JIUI, JAOMYIIEHHBIX K COJCPKAHUIO 3JICKTPOHHOTO
KypHaJsia COOOIIEeHU;

r) o0OecrieueHre MEePUOIUIECKOTO KOHTPOJISI pabOTOCIIOCOOHOCTH YKa3aHHBIX B MOMINYHKTax "0" u
"B" HACTOSAIIEr0 MyHKTA aBTOMaTU3MPOBAHHBIX CPE/ICTB (He pexxe | pas3a B monarozaa).

21. Jlns BoINOSIHEHUS TpeOOBaHMsI, YKa3aHHOTO B MOJMYHKTE "I MyHKTa 5 HACTOSALIETO JOKYMEHTAa,
HE00X0/MMO BMECTO MeEp, NMPEAYCMOTPEHHBIX MOAMYHKTOM "B" myHKTa 9 W myHkToM 18 Hacrosiero
JOKYMEHTa, MCIONb30BaTh s oOecredeHus TpeOdyeMoro YpOBHS 3aIIMIIEHHOCTH MEPCOHAIbHBIX
JAHHBIX MPU UX 00paboTKe B HH(POPMALIMOHHOHN cHUCTeMe:

CK3MU kinacca KA B ciyyasx, korja s HHPOPMAIIMOHHOM CUCTEMBI aKTyallbHbI YIpo3bl 1 THMA;

CK3U knacca KB u BbIe B ciaydasx, Korga sl ”HPOPMALMOHHOM CUCTEMBI aKTyalbHbI YTPO3bI 2
THUIIA;

CK3U xnacca KCI1 u BbIe B ciayvasx, Korjaa s HHOOPMAIMOHHONW CHCTEMBbI aKTyalbHbI YTPO3bI 3
THUIIA.

V. CocraB u coaepkaHue OpraHu3aliOHHBIX
U TEXHUYECKUX Mep, HeOOXOIUMBIX JJIsl BBITIOTHEHUS YCTAHOBJICHHBIX
[TpaButenscTBOM Poccuiickoii @enepanuu TpeOOBaHUHN K 3aIIUTE
MEPCOHAIIbHBIX TaHHBIX 7151 | YPOBHS 3alIUIIEHHOCTH

22. B cootBercTBUU ¢ myHKTOM 16 TpeGoBaHuii K 3allUTe TMEPCOHANBHBIX JAHHBIX IS
oOecrieuenrs | ypoBHS 3aIIUIIEHHOCTH MEPCOHANTBHBIX JTaHHBIX MPU X 00paboTKe B MH(DOPMAITMOHHBIX
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crcTeMax MOMHMO BBHIMOJHEHUSI TPeOOBAaHWH, MPEAYCMOTPEHHBIX myHKTamu 5, 16 m 19 mHacrosmero
JOKYMEHTa, He0OOXOAMMO BBIIIOJIHEHUE CIEAYIOIUX TPeOOBaHUI:

a) aBTOMATHYECKasi PErUCTPaIis B AICKTPOHHOM JKypHaje 0€30MacHOCTH M3MEHEHUS TTOTHOMOYHIA
COTpYJIHHUKA OMNEepaTropa MO JOCTYNYy K MEPCOHAIbHBIM JaHHBIM, COIEpX alluMcsi B HH(OPMALMOHHON
CUCTEME;

0) co3maHue OTACTBHOTO CTPYKTYPHOTO TOApA3ZCiCHHs, OTBETCTBEHHOTO 3a oOOecleueHHe
0€30MMacCHOCTH TIEPCOHATBHBIX JAHHBIX B HH(POPMAIMOHHON CUCTEME, TUOO BO3JIOKEHUE ero GyHKIui Ha
OJTHO U3 CYIIECTBYIOIIUX CTPYKTYPHBIX TOJpa3IeIICHUH.

nan

23. Jlna BbIIOJHEHUS TpeOOBaHMs, YKa3aHHOIO B NOJANYHKTe "a" myHKTa 22 HaCTOSALIETo
JOKYMEHTa, He0OOXOUMO:

a) obecrieueHre MHHOPMAIIMOHHONW CHCTEMbI aBTOMAaTH3UPOBAHHBIMU CPEACTBAMU, TTO3BOJISIFOIITUMU
ABTOMATHYECKH PETHCTPUPOBATh B DIICKTPOHHOM >KypHaie O€30MacHOCTH H3MCHEHHUS MOJTHOMOYHMA
COTPYIQHHUKA OIEparopa Mo JIOCTYNYy K MEePCOHATBHBIM JaHHBIM, COICPXAIMUMCS B WH()OPMAIMOHHOU
CHCTEME;

0) oTpakeHHE B JJIEKTPOHHOM >KypHalle O€30MacHOCTH IOJHOMOYHMH COTPYJHUKOB OIeparopa
MEPCOHAJBHBIX JAHHBIX IO JOCTYIY K MEPCOHAIBHBIM JAHHBIM, COJACPKAIIUMCS B WH(GOPMAIIMOHHON
CHUCTEMEC. VYkazanHrle IIOJTHOMOYH A JOJI?KHBI COOTBETCTBOBATH JOJZKHOCTHBIM 00s13aHHOCTSIM
COTPYZIHUKOB OIEPaTOpa;

B) Ha3HAYCHWE OMNEPAaTOpPOM JIMIA, OTBETCTBCHHOI'O 3a TICPUOJWYCCKUN KOHTPOJhL BEICHUS
ANEKTPOHHOTO KypHaia 0€30MacHOCTH U COOTBETCTBUSI OTPAKEHHBIX B HEM MOJHOMOYUN COTPYIHUKOB
oreparopa ux JOJHKHOCTHBIM 00s13aHHOCTSIM (He pexke 1 pasza B mecsn).

24. Jlnga BbINONHEHUs TpeOOBaHMs, YyKa3aHHOrO B TNOANyHKTe "0" mnyHkTa 22 HACTOSLIEro
JIOKyMEHTa, HEOOXO0IUMO:

a) TMPOBECTH aHallM3 I1eJIeco00pa3HOCTH CO3JAaHMSI OTAEIBHOTO CTPYKTYPHOTO MOApa3ieieHHs,
OTBETCTBEHHOTO 3a oOecrneueHne 0e30MacHOCTH MEPCOHANIBHBIX JTAHHBIX B HH()OPMAIMOHHOW CUCTEME;

0) co3aaTh OTAENBHOE CTPYKTYPHOE NOJpa3AeIeHUe, OTBETCTBEHHOE 3a 0OecneueHne 0e30MacHOCTH
MEPCOHANBHBIX JIaHHBIX B MH(OPMAIMOHHOM cucTeMe, JHO0 BO3JOXKHUTH €ro (YHKIMU Ha OJHO U3
CYHIECTBYIOIUX CTPYKTYPHBIX MOAPA3AEICHHUMN.

25. Jlns BbINOSTHEHUS TpeOOBaHMSI, YKa3aHHOTO B MOJNYHKTE "a" MyHKTa 5 HACTOALIETO JOKYMEHTa,
st obecriedeHus: 1 ypoBHS 3alIUIIEHHOCTH HEO0X0IUMO:

a) obopymoBath OkHa [lomemieHuii, pacmoyioKeHHbIE Ha TEPBBIX W (WJIM) TOCIEIHUX STaKax
31aHMM, a Takke okHa [loMemieHui, HaxoAsIIMECS OKOJIO MOXKAPHBIX JIECTHUIl U JPYTrUX MECT, OTKyAa
BO3MOXHO IIPOHHKHOBCHHE B HOMeHIeHI/ISI MMOCTOPOHHUX JIML, MCTAUNIMYCCKUMH PEIICTKaAMU WA
CTaBHAMM,  OXpPaHHOM  CUTHaNIM3aUuMed  WIM  JPYTUMHU  CPEJICTBAMH,  NPEHSATCTBYIOLIMMU
HCKOHTPOJIUPYEMOMY NPOHUKHOBEHUIO TIOCTOPOHHUX JIUI] B TIOMCIICHUS

6) obopynoBaTh OkHa M aABepH IloMerieHuil, B KOTOPBIX pa3MeIIeHbl cepBepbl MHPOPMALMOHHOM
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Ipuxa3z ®CB Poccun ot 10.07.2014 N 378 To e enocrapnen KonceyisrantlLioc
"O6 yrBepxaeHnn CocTaBa U COJEPIKAHUS OPTaHH3AIMOHHBIX M TEXHUUECKHX Mep 110 KyMEHT Tpe/OCTaBICH Y 1
Jarta coxpanenus: 19.04.2019

obecrieye...

CUCTCMbI, MCTAJUIMYCCKUMHU PCIICTKAMU, OXpaHHOﬁ CHFHaHHSaHHCﬁ i ApyruMu CpCaCTBaMu,
MPEIATCTBYIOIUMH HEKOHTPOJIHMPYEMOMY ITPOHUKHOBCHUIO IIOCTOPOHHUX JIMIT B IIOMCIICHUA.

26. Jlns BbIIOJIHEHUS TPeOOBaHMsI, YKa3aHHOTO B IIOJIYHKTE "I MyHKTa 5 HACTOSALIETO JOKYMEHTA,
HEO0OXO0MMO BMECTO MEDP, MPEyCMOTPEHHBIX MOANYHKTOM "B" myHKTa 9, myHkramu 18 u 21 HacTosmero
JOKYMEHTa, HCIIONB30BaTh JUIA obOecreueHus TpeOyeMoro YpOBHS 3aIIMIICHHOCTH IEPCOHAIBHBIX
JAHHBIX MIPU UX 00pabOTKe B MHPOPMAITMOHHOMN CHCTEME:

CK3U kmacca KA B ciydasx, korna ajst “H()OpMAIIMOHHON CHCTEMBI aKTYyallbHbI Yrpo3bl | Tuma;

CK3U xkmacca KB u Bbimie B ciaydasx, Korja Jjisi HHGOPMAIIMOHHON CHCTEMBI aKTyalbHbBI YTPO3bI 2
THUIIA.
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