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HcToynuk nyoaukanuu
JIoKyMEHT OImyOJIMKOBaH HE ObLI

IIpumeyanue Kk JOKyMeHTY

TexkcT MOKyMEHTa NpPHBEACH B COOTBETCTBHM C IyOJuKaiued Ha caiite http://www.fsb.ru/ 1o
cocrosiHuto Ha 25.08.2015.

Ha3Banue 10KyMeHTa
"Meroandeckne peKOMEHAAIUH M0 pa3padOTKe HOPMATUBHBIX IMPABOBBIX AKTOB, OMPECIISIOLINX
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OCYILIECTBICHHH COOTBETCTBYIOLIMX BH/IOB JCATEIHHOCTH"
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YT1BepKACHBI
pykxoBojactBoM & Llentpa ®Cb Poccun
31 mapta 2015 roma N 149/7/2/6-432

METOANYECKUE PEKOMEHOALIUU
MO PASPABOTKE HOPMATUBHbIX NMPABOBbLIX AKTOB, ONPEOENAOLLUX
YrPO3bl BE3OMNMACHOCTU NEPCOHAJIbHbIX AAHHbIX, AKTYAJIbHbBIE
NMPU OBPABOTKE NEPCOHAJIbHbIX JAHHbIX B UH®OPMALIMOHHbIX
CUCTEMAX NEPCOHAJIbHbIX OAHHbIX, AKCIJTYATUPYEMbIX
NPU OCYLUECTBJIEHUX COOTBETCTBYIOLWUNX BUAOB AEATEJIbHOCTH

Bsenenue

Hacrosiiue Meronuyeckue pEeKOMEHJAMM IMpeJHa3HAYeHbl i1 (elepaJbHbIX OpraHoB
MCIOJHUTEJIBHOW BJIACTH, OCYIIECTBIISIIOIUX (YHKUUU MO BBIPAOOTKE IOCYIAapCTBEHHOM MOJUTHKH M
HOPMAaTUBHO-TIPAaBOBOMY  pEryJIMpOBaHUI0 B  YCTAaHOBJIEHHOW cdepe JeATENbHOCTH, OpPraHOB
rocyJapcTBEeHHON  BinacTu cyObekToB  Poccuiickoit  depepauuu, OpraHoB TroCYAapCTBEHHBIX
BHEOIO/DKETHBIX (DOHAOB, MHBIX TOCYIApCTBEHHBIX OpPraHoOB (Jajiee - OpraHbl BJIACTH) KOTOpHIE, B
COOTBETCTBUU C 4acThio 5 cratbu 19 dexpepanbHoro 3akona ot 27 wutonas 2006 r. N 152-®3 "O
[IEPCOHANBHBIX JaHHBIX" (Jajnee - 3aKoH), B MpeAesaX CBOMX MOJHOMOYMHM NMPUHMMAIOT HOPMAaTUBHBIE
IIPaBOBbIE aKThl, B KOTOPBIX ONPEIEIAIOT Yrpo3bl 0€30MAaCHOCTH NEPCOHAIbHBIX JAHHBIX, aKTyaJbHbIE
pu 00pabOTKe MEPCOHATBHBIX JaHHBIX B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHAJIbHBIX JAHHBIX (Jalee -
NCIIAH), 5KCIUTyaTUPYEMBIX MPH OCYILECTBIEHUH COOTBETCTBYIOIIUX BUIOB JEATEIBHOCTH, C YYETOM
coJIepKaHus IEPCOHANIbHBIX JaHHbBIX, XapaKkTepa U criocoboB nx oopabotku (ganee - HITA).

B Meronnueckux pekOMEHIAIMIX OTPa)KeHbl TOJbKO HEOOXOIMMBIE JI BKIIOYEHHUS B MPOEKTHI
HIIA nonoxenuns, Haxoamuecs B kommereHnuu ©Ch Poccun.

Hacrosimumy MeToIM4eCKUMHU pEeKOMEHJAMAMHU 11e1eco00pa3Ho TaKKe PYKOBOACTBOBATHCSA MpPHU
pa3paboTKe YacTHBIX MOJIENIeH yrpo3 omepaTopaM WH(GOPMAIMOHHBIX CHCTEM IEePCOHAIBHBIX TAaHHBIX,
NPUHSABIIMM pelieHre 00 MCIOJIb30BaHUM CPEJICTB KpUIITOrpaduyeckoi 3amuThl HHPOpMaLuK (anee -
CK3M) nns obecnieuenus 6€30MacHOCTH MEPCOHATIBHBIX TaHHBIX.

1. OGmiee onucanre MHGPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX
JAHHBIX, KCILTyaTUPYEMBIX TIPU OCYIIECTBIEHUU COOTBETCTBYIOLTUX
BH/JIOB JICATEIIBHOCTH

B mpoexte HIIA menecoobpa3Ho, B MEpBYHO OdYepeb, MPUBECTH MEpPEUEHb M 00IIee OmMHCcCaHue
MH(POPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX, KOTOPBIE MOTYT 3KCILTyaTUPOBAThCS OINEPaTOPaMU
IIPU OCYIIECTBIEHNH COOTBETCTBYIOIIMX BHUIOB JIEATEIHHOCTH U (110 BO3MOXHOCTH) OMPEIENIUTh YPOBHU
3aIMINEHHOCTH JUISI TaKUX HHQPOPMAIIMOHHBIX CHUCTEM B COOTBETCTBHM C TOCTaHOBJIEHHUEM
[IpaButenscTBa Poccuiickoit @enepannu ot 1 HOos6pst 2012 1. N 1119.

Bo3moxHbI Tpu citydast:

1. UCII[AH uMeroT CXOIHYIO CTPYKTYpY, OJAHOTHIHBL. B nanpHeliem Takue cucTeMbl OyayT
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UMEHOBAThCs "OMHOTUNHBIMH cuctemMamu". [lpuMepoM MOXET CIyXHTh ONHCcaHue QenepaabHbIM
OpPraHOM HCIOJHMUTENBHOM BIIACTH Yrpo3 O€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX, AKTyaJbHBIX IPH
00paboTKe MEePCOHANBHBIX JAHHBIX B MH()OPMAIIMOHHBIX CHUCTEMaxX TEPPUTOPHUAIBHBIX MOJpa3IeICHHUH
3TOrO OpraHa.

B ykazanHom ciydae nenecoodpasno B nmpoekte HITA ykaspiBaTh Hanbosee moJHyH0 HHHOPMAITUIO
00 UCIIH u cpene nx pyHKIIMOHUPOBAHHMS.

CrnenyeT OTMETHTh, YTO B 3aBUCUMOCTH OT BUJA JCSATEIBHOCTH, JUISI KOTOPOTo pa3pabaThiBacTcs
HIIA, B npoekte HITA MOXeT BbIACISITHCA HECKOJIBKO KaTErOPUil OTHOTUITHBIX CUCTEM.

2. UCII[IH pa3HOIUIAHOBBI, MMEIOT PA3JIMYHYI0 CTPYKTYpPY U MOTYT COJAEPKATh pPa3iIUyHbIC
KaTeropuu IMEepCOHAJbHBIX JaHHBIX. B  ganmpHelmieM Takue cUCTEeMbl OyqyT HMMEHOBATbCs
"pa3HOIJIAHOBBIMH CHCTEMaMu'".

B osrom cinydae wenecooOpa3HO MEpEeYMCIUTb HMMEIOLIUEeCcs CHCTEMbl M yKa3aTb OOIILYIO
nHGOPMAIIHIO O BOZMOKHOU cpefie X (YHKIIMOHUPOBAHUS, €CIH Takas HH(POpMaIus HMEeTCsI.

3. 3KCHJ’IyaTI/Ipy10TC${ KaK oaHa WX HECKOJIBKO OJHOTHUIIHBIX, TaK H PA3HOIIJIAHOBBLIC CUCTCMBI.

B »sToM ciydae menecooOpa3HO yKa3plBaTh HanOojee TOJMHYI0 HHOOPMAIMIO O KaTeropusix
OJTHOTHITHBIX CUCTEM U Cpe/ie X (QYHKIIMOHUPOBAHUS, a TAKXKE OOLIYI0 HHPOPMAIMIO O Pa3HOIIAHOBBIX
CUCTEMaX U Ccpesie UX (PYHKIIMOHUPOBAHUS.

HpI/I OIIMCaHHUHU I/IH(I)OpMaLII/IOHHBIX CUCTEM CJICAYCT, B YaCTHOCTH, YKA3bIBATb:

- o0mue cBeneHuss 00 MHPOPMAIMOHHBIX CUCTEMax (Ha3HaueHue, oneparop (YHOJIHOMOYEHHOE
JIUII0);

- 00beM U cojiepKaHue NePCOHATIbHBIX IaHHBIX, 00pabdaThIBa€MbIX B MH(OPMALIMOHHBIX CHCTEMAX;

- XapakTepucTHKu  Oe3zomacHOCTH  (KOH(UACHUUAIBHOCTb,  IEJIOCTHOCTh,  JIOCTYIIHOCTb,
MOJIMHHOCTB ), KOTOpbIe HEOOX0AMMO 0OecreunBaTh AJisi 00pabaThIBa€MbIX MEPCOHATIBHBIX IaHHBIX.

IIpu onvicaHUM OJHOTUITHBIX CUCTEM CIIEAYET TAK)KE YKa3bIBATh:
- 00BEKTHI, B KOTOPBIX pa3MeIIeHbl pecypchl HH(POPMALIMOHHBIX CHCTEM;

- ¢u3nyeckue Mepbl 3allUThl OOBEKTOB, B KOTOPBIX pa3MELICHbl pecypchl MH(POPMAIMOHHBIX
CHUCTEM;

- MEpBI 110 00eCeUeHUI0 KOHTPOIUPYEMOH 30HBI;

- TUMNBI MH()OPMAIIMOHHBIX CHCTEM (HampuMep, eauHas HHQPOpMAIMOHHAs CUCTeMa JUIsl BceX
0o0pabaTbIBa€MbIX  MEPCOHAIBHBIX  JAHHBIX WMJIM  COBOKYMHOCTb  W30JIMPOBAaHHBIX W (WJIM)
B3alMOCBS3aHHBIX HMH(POPMAIMOHHBIX MojAcucTeM. B mocinegHem ciiydae He0OXOIMMO NPUBOAUTH
OINMCaHHME B3aMMOCBSI3€H MEXIy IOJACUCTEMaMU M YKa3blBaThb OOBEM M COJEp)KaHHE IMEPCOHAIBHBIX
JAaHHBIX, 00pabaThIBAEMBIX B KOKJIOH MOJICUCTEME);

KOHcyHbTaHTHJIIOC www.consultant.ru Crpanuna 4 u3 22

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

"Meroauueckre peKOMEHIAMH 0 Pa3pab0TKe HOPMATUBHBIX IIPABOBEIX aKTOB, JoxkymenT npenoctasien Koncynsrantlmoc
OIPEIEISIONINX YIPO3bl 0€30IIaCHOCTH NEPCOHATBHBIX JAHHBL... Jarta coxpanenus: 19.04.2019

- HaNUMYMe WIM OTCYTCTBHE HH(OPMAIIMOHHOTO B3aUMOJCHCTBUS KaKIOH IOJCHUCTEMBI
MH(OPMALIMOHHON CHUCTEMbl UM WH(OPMALMOHHONW CHUCTEMBI B LEJIOM C JPYTUMU HHPOPMAIIMOHHBIMU
CHCTEMaMH, a TaKXKe HaTuyue (pakra mepeayn MepcoHaIbHBIX JaHHBIX MEKIY HUMU;

- HUCHOJb3yeMble B KaxJOW MOACHCTEME WM B HH(POPMAIMOHHOM CHUCTEME B ILIEJIOM KaHajbl
(TMHUUM) CBS3M, BKIIOYash KaOENbHBIC CUCTEMBI, U MEpPHI M0 OTPAHUYCHUIO HECAHKIMOHHPOBAHHOTO
JOCTyMa K 3aluiaeMoil nHopmanuu, nepesaBaeMoil Mo 3TUM KaHajaM (JMHHUSM) CBSI3U, C YKa3aHHEM
KaHaJIOB (JIMHWM) CBSA3M, B KOTOPHIX HEBO3MOXKEH HECAHKIIMOHMPOBAHHBIN JOCTYN K IEepeJaBaeMou 1o
HUM 3alliiaeMoi nHpopManuu, U peanusyeMble JIJIsl 00ecrieueHus 3TOro KadyecTBa Mephl;

- HOCHUTEIN 3alUIaeMoil HHPOPMAIINH, UCIIOJIb3YeMbIC B KaXKJIOW MojcucTeMe WH()OPMAIIMOHHON
CUCTEMBI WJIM B HH(OPMALIMOHHON CUCTEME B LIEJIOM (32 UCKIIOUEHHEM KaHaJIOB (JTMHUIT) CBS3H).

2. Onpenenenue akryaibHOCTH Ucnoiab3oBanus CK3U
It obecriedeHusi 0€30MaCHOCTH TIEPCOHATBHBIX JAHHBIX

Hcnonb3oBanne CK3U mns obecnieueHnss 0€30mMacHOCTH MEPCOHATBHBIX JTAHHBIX HEOOXOAMMO B
CIIETYIOUINX CIYdasx:

- eCIM TEepCOHAIbHBIC JJaHHBIC MOMAJEKAT KPUNTOrPAPUUYECKON 3alluTeé B COOTBETCTBHH C
3aKoHoJaTeNnbcTBOM Poccuiickoi denepannu;

- eciii B MH(POPMALIMOHHOM CHUCTEME CYIIECTBYIOT YIPO3bl, KOTOPBIE MOTYT OBITh HEHTpAIN30BaHbI
TOJIEKO ¢ momombio CK3U.

Kpome Toro, pemeHune o HEOOXOAMMOCTU KPUNTOTpapUUECKON 3alluThl MEPCOHATIBHBIX JaHHBIX
MOJKET OBITh MPUHATO KOHKPETHBIM ONEpaTOPOM HAa OCHOBAHHWU TEXHHKO-IKOHOMHYECKOTO CPAaBHEHUS
aIbTEPHATUBHBIX BapUaHTOB oOOecreueHus: TpeOyeMbIX XapaKTepUCTHK O€30MacHOCTH HH(OpMaluu,
COJIEpIKalllel, B TOM YHUCIIE, IEPCOHAJIBHBIE JTaHHBIE.

K ciygasim, koraa yrpo3sl MOTYT OBITh HEHTpalu30BaHbl TOJIbKO ¢ ToMolibio CK3U, oTHOCATCS:

- 1nepeJaya MEPCOHAJIBHBIX JIaHHBIX [0 KaHaJlaM CBS3M, HE 3allMIICHHBIM OT IepexBara
HapyILIMTEIEM MepeaBaeMoi Mo HUM WH(OpMaIlMU WA OT HECAHKIIMOHUPOBAHHBIX BO3JICHCTBUN HA ATy
nH(}OPMAIIHIO (Hampumep, npu nepeaaye MEPCOHANIBHBIX JTAaHHBIX I10
MH(POPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIM CETSIM OOIIETO TOJIb30BaHU);

- XpaHEHHUE TIEPCOHAIBHBIX JaHHBIX HA HOCUTEIAX HH(DOpMAINK, HECAaHKIITMOHUPOBAHHBIN JTOCTYII K
KOTOpI)IM CcO CTOpOHBI Hap}IHH/ITeJ'Iﬂ HEC MOXET 6I)ITI) HUCKIIKOYCH C IIOMOIIBHO HerI/IHTOFPaCbI/I'-IeCKI/IX
METOIOB U CIIOCO0O0B.

[Tpu 3TOM HEOOXOUMO YUUTHIBATH CIIEIYIONIEE:

- KpUnITorpaduueckas 3aluTa MEPCOHAIBHBIX JaHHBIX MOXKET OBITH OOECIeYeHa TpPU YCIOBUU
OTCYTCTBHSI BO3MOKHOCTH HECAaHKIIMOHHPOBAHHOIO JIOCTYIA HAPYIIUTENS K KIOYEeBOH HH(pOpPMAIIUU
CK3U;

- CK3U mratHO (YHKIMOHUPYIOT COBMECTHO C TEXHHYECKHMMH W MPOTPAMMHBIMU CPEJICTBAMH,
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KOTOpBIE CIOCOOHBI TOBJIMATH Ha BBIMONHEHHE TpenbsBiusieMblx kK CK3U TpeboBanmii M KOTOpBIC
obpasytot cpeny pynkrumonuposanus CK3U;

- CK3U He mpenHa3Ha4yeHbl AJS 3alIUTHl MHGOpPMALUU OT JNEHCTBHMA, BBIMOJHAEMBIX B paMKax
MPEAOCTaBICHHBIX CYOBEKTY nericTBri mostHoMouni (Hanpumep, CK3U He npenHa3zHayeHbl 1715 3aIUThI
[IEPCOHANIBHBIX JAHHBIX OT PACKPBITHUS JHMIAMM, KOTOPBIM IPENOCTABJIEHO NPAaBO HAa JOCTYN K 3TOU
nHpopMmanun);

- CK3U obecneunBatoT 3amuTy HMHPOPMALWMU TPH YCJIOBUU COONIOACHUS TpeOOBaHMI
IKCIUTyaTallMOHHO-TeXHU4YeCcKoi nokymeHTanuu Ha CK3U u TpeOoBaHMil ACHCTBYIOIIMX HOPMATHBHBIX
IIPAaBOBBIX TOKYMEHTOB B 00J1acTH peanu3anuu U skciuryarauuun CK3U;

Koncynprantllmtoc: npumeuanue.
B tekcTe nokymeHTa, BUAMMO, IOMYIIEHA OnevyaTka: BMecTo ajapeca "www.clsz.fsb.ru" cienxyer uyurath
"clsz.fsb.ru".

- JU1s1 obecniedyeHns 0€30IaCHOCTU NEPCOHANIBHBIX JaHHBIX Ipu ux oopadorke B UCII/IH nomkHbI
ucnons3oBatbess CK3U, mpomrenmve B YCTaHOBIEHHOM MOPSAKE MPOIEIYPY OLIEHKH COOTBETCTBHSL.
[Tepeuens CK3U, ceprudpummposannsix @Ch Poccnn, omybnukoBan Ha odunmansHoM caiite LlenTpa mo
JTUIEH3UPOBAHUIO, cepTUUKaUU U 3amuTe rocyaapctBeHHoi TaitHel @Ch Poccun (www.clsz.fsb.ru).
JlonomHUTENbHYI0 WH(GOPMAIMI0O O KOHKPETHBIX CPEICTBaX 3allUThl HWH(GOPMAIMH PEKOMEHIYETCS
MOJIy4aTh HEMOCPEACTBEHHO Yy pa3padOTYMKOB WJIM MPOU3BOAUTENCH JTHX CpPEACTB H, IIpH
HEOOXOJMMOCTH, Y CHEIHAIHM3UPOBAHHBIX OpraHW3aIMi, MPOBOAMBIINX TEMATHUECKHUE HCCIICIOBAaHUS
3THX CPE/ICTB;

- B CJIy4yae OTCYTCTBHUS MPOLIEAUINX B YCTAaHOBICHHOM MOPSAKE MPOIENYyPYy OLEHKH COOTBETCTBHUS
CK3HU, ¢yHKIMOHAIBHO NPUTOAHBIX A oOecriedeHus: 0€30IMacHOCTH MEePCOHANBHBIX JAaHHBIX MPHU UX
00paboTKEe B KOHKpPETHOM WH(POPMAIMOHHOW CHUCTEME, Ha JTale aBaHMPOEKTa WU OSCKU3HOTO
(9CKM3HO-TEXHUYECKOI0) MPOEeKTa pa3padOTYMKOM HH(OPMAIIMOHHONW CHCTEMBI C y4acTHEM omepaTopa
(yrmomHOMOYEHHOTO JMIa) © mpeanosaraemoro paspadorunka CK3U roroButTcs oOocHOBaHUE
nesnecoobpasHocT  paspabotku  HoBoro Tuna CK3M wu  onpepenstorcs TpeOOBaHUS K €ro
(GyHKIIMOHAIBHBIM cBoiicTBaM. Pemienue o paspabotke HoBoro tuma CK3U Moxker ObITH NPUHATO
OlepaTopoM B HHUIMATUBHOM TMopsAake B He3aBucumoctH oT Hammuuss CK3U, ¢yHKmoHansHO
MIPUTO/HBIX JUIsl o0ecrieueHus: 6€30MacHOCTH NEPCOHAIBHBIX JaHHBIX MpU UX 00pabOTKe B KOHKPETHOM
NCIIAn. Pa3pabotka HOBoro Tuma CK3U ocymectBisercss B cooTBercTBUM ¢ IlonoxkeHueM o
pa3paboTKe, NPOM3BOACTBE, pEATU3alLUU M OSKCIUIyaTallud MHPPOBAIbHBIX (KPUNTOrpapHUUECKUX)
CpeAcTB 3amuThl MHGopManuu, yrBepxkaeHHbIM npukazoM ®Cb Poccun ot 9 despans 2005 r. N 66
(manee - IMomoxenne ITK3-2005);

- CK3U sBnsoTCs Kak CpeCTBOM 3allUThl IEPCOHAIBHBIX JIaHHBIX, TAK U 00BEKTOM 3aIIUTHI.
3. Onpenenenne akTyalbHbIX YTPO3
B ciyuae, ecnu s MHGOPMAIIMOHHBIX CHUCTEM MEPCOHAIBHBIX JAHHBIX, HKCIUTyaTUPYEMbIX MpU
OCYIIIECTBIICHMH COOTBETCTBYIOIIMX BHJOB JICATEIBHOCTH, YyIPO3bl, KOTOpbIE MOTYT OBITh

HEUTpanu30BaHbl TOJIbKO ¢ noMonibio CK3W, HeakTyanbHbI, U3710KEHHBIE B HACTOSIIEM pa3Jiesie yrpo3bl
MOTYT HE YUUTHIBAThCA MpHU pa3padboTke HITA.
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[Ipu ucnonab30BaHUM KaHAJIOB (JIMHUI) CBSI3M, C KOTOPHIX HEBO3MOKEH MEPEXBAT NepeiaBaeMoi 1o
HUM  3amimaeMoil  uHpopmamuu W (WIM) B KOTOPHIX  HEBO3MOXKHO  OCYILECTBJICHHE
HECaHKIIMOHMPOBAHHBIX BO3JCHCTBUI Ha 3Ty MH(OpManui, mpu oO0IIeM OMMCAHUUA MH(POPMAITMOHHBIX
CUCTEM HEOOXOJIMMO YKa3bIBATh:

- ONHUCAHHE METOJOB U CIOCOOOB 3alIUTHl ATHX KaHAJIOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K
HHM;

- BBIBOJBI IO PE3yJibTaTaM I/ICCJIGI[OBaHI/If/'I 3alIUMIICHHOCTH J3THX KaHaJI0B (HHHHﬁ) CBA3U OT
HCCAaHKIIMOHHUPOBAHHOI'O OOCTYyIIa K nepez[aBaeMofI 110 HUM BaIHHHleHHOﬁ I/IH(i)OpMaI_II/II/I opraHnsauHeﬁ,
I/IMGIOIJ_IGI;'I MpaBoO MPOBOJUTH TaKHUEC UCCICAOBAHUSA, CO CCBUIKOM Ha AOKYMCHT, B KOTOPOM COACPIKATCA 3THU
BBIBOJBI.

B ciyaae, ecniu HITA paspabarbiBaeTcst TOJIBKO ISl Pa3HOIIAHOBBIX CUCTEM, M TIPU 3TOM YIPO3HI,
KOTOpblE MOIYT OBITh HeiTpain3zoBaHbl TOoNbko ¢ mnomouipto CK3U, sBIAIOTCS aKTyallbHBIMU,
U3JI0’)KEHHBIE HUXKE YIpo3bl MOTYT HE yuuThiBaThcsl npu paspaborke HIIA. Ilpu 3tom HeobGxoammo
yKas3aTb oIepaTopaM o HeoOXoAUMOCTH pa3padboTku 1t uMerouuxcst MCIIJIH yacTHbIX Moaenelt yrpos ¢
Y4€TOM HACTOSIIIETO pa3ena.

B cayuae, ecnmu HIIA pa3spabarbiBaeTcsi TOJIBKO 7S OJHOTUIIHBIX CHUCTEM, U MPH 3TOM YIPO3BI,
KOTOpbIE MOTYT OBITb HEWTpamu3oBaHbl TOJNIBKO ¢ moMoribio CK3W akTyanbHbI, H3JI0KCHHBIC B
HACTOSAIIEM pazJieie YIpo3bl B 00s13aTEIbHOM MOPSIIKE TOJKHBI OBITH yuTeHbI Ipu pa3zpadoTke HITA.

[Tpu 3TOM, B onricaHUM MH(GOPMALIMOHHBIX CHUCTEM HEOOXOUMO yKa3bIBaTh:

- MEpbl 10 pasTPpaHUYCHUIO JOCTyNla B IOMEIUEHHsS, B KOTOPBIX pa3MEILEHBl PECYPCHI
MH(OPMALIMOHHONW CHUCTEMBI, MMEIOIIME OTHOLIEHHWE K KPUNTOrpauueckoil 3almTe MepCOHaIbHbBIX
JAHHBIX;

- HUHQOpPMAIMOHHBbIE TEXHOJOTHH, O0a3bl MJAHHBIX, TEXHUYECKHUE CpPEICTBA, MPOrPaMMHOE
obecrieyeHre, HCHOJb3yeMble B KaXKJIOW MOACHCTEME HWH(POPMALMOHHOM CHUCTEMBl WIH B
MH(OPMALIMOHHON CHCTEME B IIEJIOM JUIsl 00paOOTKH MEPCOHANbHBIX JaHHBIX U UMEIOIINE OTHOIIEHHE K
KpUNTOrpapuuecKon 3amuTe NepcoHATbHBIX TaHHbIX;

- OTYYXJAaeMble HOCHTEIHW 3allUIIaeMoil MH(pOpMallMu, HCHOJb3YeMble B KaXJOH IMOACHCTEME
MHPOPMALIMOHHOM cHCTeMBbl WM B  HMH(POPMAlMOHHOM cHcTeMe B 1eJIOM, I KOTOPBIX
HECaHKLIMOHUPOBAHHBIA JOCTYNl K XpAaHUMOW Ha HUX HHPOpPMAIMM HE MOXET OBITh HCKIIIOUEH Oe3
UCIOJIb30BAaHUS KPUNITOIPAaUIECKUX METOIOB U CIIOCOOOB;

- obnacte mpumenenus CK3U B undopmammonHoil cucreme u uenu npumenenuss CK3U B
MH(POPMAIIMOHHOH cucTeMe.

B ciydae, eciiu ¢ yueTomM COOTBETCTBYIOIIETO Buaa nearenbHocTH B HITA HeoOXoammo oTpasuTh
aKTyaJIbHbIE YIPO3bl KaK JJIs OAHOU MU HECKOJIBKUX KaTETOPUM OJHOTHUIIHBIX, TAK U JJI PA3HOIIIAHOBBIX
CUCTEM, M IpPH ATOM YIpO3bl, KOTOpPblE MOTYT OBbITh HEHTpanu3oBaHbl Toibko ¢ mnomoursio CK3U
akTyanbpHbl, npoekT HITA nomkeH comepxaTbh pa3fes 0 pacCMOTPEHHUH HU3JI0KEHHBIX HMKE YIpo3 AJIs
KaTeropuil OJHOTHUIIHBIX CHCTEM U yKa3zaHUE oIlepaTopaM O HEOOXOAMMOCTH pPa3pabOTKH C y4EeTOM
HACTOSALIETO pas3zella 4acTHBIX MOJENEH Il DPA3HOIUIAHOBBIX CHUCTEM. B ciydae ecnu omepartop
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onpexnenwn, 4yro npumeHenne CK3U weobOxomumo s obecriedeHusi 0€30MAaCHOCTH TEPCOHATBHBIX
JAHHBIX B PA3JIMYHBIX CETMEHTaX MH()OPMAIIMOHHOW CHCTEMBI MEPCOHAIBHBIX AaHHBIX, TO kiacc CK3U
OmpeAeNseTcs I KaKIOoro OO0BEeKTa 3allMuThl B paMKax OAHOW WH(MOPMAIMOHHOW CHCTEMBI
NepcoHaNbHbIX JNaHHBIX. B cinyuae npumenenuss CK3U mns obecrieueHust 6€30MaCHOCTH Pa3IUUHbBIX
OOBEKTOB 3aIlUTHI, BO3MOKHO B pPaMKaxX OJHON HMH(OPMAIMOHHOW CUCTEMBI MEPCOHATBHBIX JTaHHBIX
ucnosibzoBath CK3U pa3HbIX KJIacCOB.

B cmydae, ecnu yrpo3bl, KOTOpble MOTYT OBITh HEWTpanm3oBaHbl TOJbKO ¢ momomsio CK3U,
aKTyallbHbl WJIM TpUHATO pemieHue o060 wucnonbzoBanuu CK3UM mis obecneuenusi Oe3o0macHOCTH
NEPCOHANIBHBIX JAaHHBIX BHEC 3daBUCUMOCTH OT aKTYAJIbHOCTH TaKHUX YI'p0O3, IOMHUMO NCXOJHBIX HAHHBIX 06
MH(OPMALIMOHHBIX CHCTEMaX HeOOXOIMMO OIMUCATh:

- 00BEKTHI 3aIMUTHI U aKTyaJIbHbIE XapaKTEPUCTUKU 0€30IIaCHOCTH OOBEKTOB 3allIUThl YTPO3bL;

- KiaccupuKalusg U XapaKTepUCTUKU HAPYIIUTENEeH, a Takke UX BO3MOXKHOCTEH MO peanu3aluu
aTak;

- UICTOYHUKH aTaK.
3.1. K o0beKTaM 3aiuThl, KpOME MePCOHATBHBIX JTAHHBIX, OTHOCSATCS:
- CK3U;

- cpena ¢pyakuuonupoanusa CK3U (nanee - CO);

- uH(oOpMaIus, OTHOCAIIAACA K KPUNTOrpaduyecKoi 3aliuTe MEepCOHANBHBIX JAaHHBIX, BKIIOYAs
KJIIOUYEBYIO, MAPOJIbHYIO U ayTeHTUpuumpyrouyto nHpopmanuio CK3U;

- JOKYMEHTBI, JleJ1a, )KypPHaJIbl, KAPTOTEKU, U3[aHUs, TEXHUYECKUE NOKYMEHTBI, BUIEO-, KHHO- U
¢doromaTepuansl, paboune Marepuanbl M T.I., B KOTOPBIX OTpakeHa 3aluiiaeMas WHGoOpManus,
OoTHOcAIasicAd K MHPOPMAIIMOHHBIM CUCTEMaM NEePCOHAIbHBIX JAHHBIX U UX KPUITOTpapUUecKon 3aliuTe,
BKutouas JokyMmeHnTanuio Ha CK3U 1 Ha TexHHYecKue 1 nporpaMMHbie KOMIOHEHThI CD;

- HOCHUTENIM 3alMiaeMoil nHpopMaum, ucnoiab3yemMble B HHPOPMALIMOHHON cucTeMe B Ipoliecce
KpUNTOrpaHUuecKkod  3alllUThl MEPCOHANbHBIX JaHHBIX, HOCHUTEIM KIIOUYEBOM, NapoJbHOM H
ayreHTU(unupyromeit nupopmarun CK3U u nopsaok qoctyna K HUM;

- HCIOJb3yeMble HMH(POPMAIIMOHHON CHCTEMOW KaHaJIbl (JIMHWUW) CBSI3HM, BKJIIOYAs KaOeIbHBIC
CUCTEMBI;

- IOMCIICHH:, B KOTOPBIX HAXOOATCA PECYPChI HH(i)OpMaHHOHHOfI CUCTEMBI, UMCHOIIIUC OTHOIICHUC
K KpHHTOFp&(I)H‘-ICCKOfI 3alIUTEC MICPCOHAJIBHBIX TaHHBIX.

Onucanne 00bEeKTOB 3aIUTHI JOHKHO OTPaXKaTh cHelupUKy HHPOPMALIHOHHON CUCTEMBI.

3.2. Ilpu omMcaHUM HMCTOYHHKOB aTaK OINpPENENSIOTCS KAaTeropuu (U3MYECKUX JIUI, MMEIOLINX
MIPaBO MOCTOSIHHOTO UJTM Pa30BOT0 JIOCTYIA B KOHTPOJIUPYEMYIO 30HY HH()OPMALIMOHHON CUCTEMBI.

K otnenbHON KaTreropuM OTHOCATCS NPUBUIICTUPOBAHHbBIC I10JIH30BATENN WH(POPMAILMOHHOM

KOHcyHbTaHTHJIIOC www.consultant.ru Crpanuna 8 u3 22

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

"Meroauueckre peKOMEHIAMH 0 Pa3pab0TKe HOPMATUBHBIX IIPABOBEIX aKTOB, JoxkymenT npenoctasien Koncynsrantlmoc
OIPEIEISIONINX YIPO3bl 0€30IIaCHOCTH NEPCOHATBHBIX JAHHBL... Jarta coxpanenus: 19.04.2019

CUCTEMBbI (WIEHBI TPYIIbl AJMUHUCTPATOPOB), KOTOpPhIE HA3HAYAIOTCS M3 YHUCIA JIOBEPEHHBIX JIHUI[ U
OCYIIECTBIISIOT TEXHUYECKOE OOCIy)XMBaHHWE TEXHHYECKHMX W mporpammHbix cpenactB CK3U u CO,
BKJIIOYAss WX HACTPOWKY, KOH(QUTYPHUPOBAHUE U PACHPEICIICHUE KIIOYECBOW JOKYMEHTAIIMH MEXITY
HEMPUBWIECTUPOBAHHBIMU MOJIb30BATEIISIMH.

OHpGI[eJISIeTCH BO3MOXHOCTb WJIM HCBO3MOXXHOCTbL JOCTYyIIa JIUI] Ka)KI[OfI KaTeropmuu K 00BEKTaM
3allINThI.

Kpome Toro, ompenensiercss u 0OOCHOBBIBAETCS IMEPEUYCHb KATErOpUM JUIl, KOTOpbIE HE
paccMaTpuBalOTCA B KayecTBE MOTEHIUMAIbHBIX MCTOYHUKOB aTak, IMEPEUYeHb KATErOpUil JIUI, KOTOpPbIE
paccMaTpuBalOTCS B KaueCTBE MOTEHIIMAIbHBIX MCTOYHUKOB aTaK, a TaKXKe KOHCTATUPYETCS HaIU4ue
BHEITHUX HMCTOYHUKOB aTak (0e3 MX XapaKTePUCTHKH) MU BO3MOXKHOCTb WM HEBO3MOXXHOCTH JOCTYIIa
BHEITHUX MCTOYHUKOB aTaK K OOBEKTaM 3aIlHTHI.

Ha ocHOBaHMM HCXOAHBIX JAaHHBIX 00 HMH(POPMAIMOHHBIX CHCTEMax, OOBEKTaxX 3alluThl M
UCcTOUYHMKAX arak 3amnoiasercd Taomumna N 1 00 0000LMeHHBIX BO3MOKHOCTIX HCTOYHUKOB aTaK.

Ta6muna N 1

N O060011IeHHBIE BO3MOXXKHOCTH UCTOYHUKOB aTak Jla/aet

B03MOKHOCTh CaMOCTOSITENILHO OCYILIECTBIATh CO3JaHHE CIIOCOOOB aTak,
IIOATOTOBKY M IPOBEJICHUE aTaK TOJIBKO 32 MPEAEIaMi KOHTPOIMPYEMOM 30HBI

B0O3MOXHOCTE CaMOCTOSITENIBHO OCYILECTBISATh CO3/IaHHE CHOCOOOB aTak,
MOJIFOTOBKY M IPOBEAECHUE aTak B Mpejaenax KOHTPOJIMPYEMOH 30HBI, HO 0e3
(bu3UYeCcKOro J0CTyNa K ammapaTHbIM cpenactBaMm (nanee - AC), Ha KOTOPBIX
peanmuzoBanbl CK3U u cpena nx GyHKIMOHUPOBAHUS

B03MOXHOCTh CaMOCTOSITENILHO OCYILIECTBIATh CO3JaHHE CIIOCOOOB aTak,
MOATOTOBKY W TPOBEACHHME aTak B IpeleNax KOHTPOJIUPYEMOM 30HBI C
¢usnueckum pocrynom Kk AC, Ha xotopeix peannszoBanbl CK3U u cpexa ux
(YHKIIMOHUPOBAHUS

B03MOKHOCTh TIPUBJICKATh CIEIHATUCTOB, WUMEIOIINX OMBIT Pa3pabOTKUH H
anamm3za CK3U (Brirouas CHIEUATUCTOB B O0JACTH aHAW3a CHUTHAJIOB
JTHHEWHOW Mepeadyn U CUTHAJIOB MOOOYHOTO 3JIEKTPOMATHUTHOTO U3JTyUYEHUS U
HaBojiok CK3U)

B03MOXXHOCTH TpHBJIEKATh CIEIHAINCTOB, MMEIONIUX OMBIT Pa3paboTKH u
anamm3za CK3U (BkitOYas CHEIHAIMCTOB B OO0JAcCTH HMCIOJIB30BAHUS IS
peanu3alui  aTaKk HEAOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH MPUKIATHOTO
MPOTrpaMMHOTO 00ecTIeueHus );

B03MOXXHOCTP TpUBIEKAaTh CIEHUATUCTOB, MUMEIOIIUX ONBIT Pa3pabOTKU U
anamm3za CK3U (Bkirodast CHEIUAIKCTOB B OOJACTH WCIOJIB30BAHUS IS
peayin3alMM aTaKk HEIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEHM allapaTHOro H
MIPOrpaMMHOTO KOMIIOHEHTOB cpenibl pyHkironuposanus CK31).
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[Tpu 3TOM 3anonHenue myHKTOB 4, 5 u 6 Tabmuubl N 1 10IKHO OCYIIECTBISTHCS C y4eTOM 00bema
U copepkanusi 00pabaThiBaeMbIX B HH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX, U PE3YIhTATOB
MPOU3BEJICHHOW BO HMCHOJIHEHHE MyHKTa 5 4dactu | crathu 18 [1] 3akoHa OleHKE BO3MOXKHOT'O Bpeja
CYyOBEKTY MEePCOHANTBHBIX JTAaHHBIX.

3.3. Peamuzauus yrpo3 0e30MacHOCTH MEPCOHAIBHBIX  JaHHBIX, 00pabaThIBaeMbBIX B
MH(POPMAIMOHHBIX CUCTEMaX MEePCOHANBHBIX JaHHBIX, OMPEAEISIETCS BO3MOKHOCTSIMH UCTOYHUKOB aTaK.
Takum 00pa3zom, aKTyaJbHOCTh HCIIOJB30BAaHUS BO3MOXKHOCTEH MCTOYHUKOB aTak OIMpeleiseT Halu4ue
COOTBETCTBYIOLIUX AKTYaJIbHBIX YTPO3.

B 3aBucHMOCTH OT MOJIOKUTENBHBIX O0TBETOB B Tabmuie N 1 cienyer 3anonuuts Tabmumy N 2 o
CJIEIYIOLIUM TTpaBUjIaM:

B cnyuae, ecnu BeiOpana Tonbko 06o00menHas Bo3MoXHOCTh N 1, To B Tabnune N 2 HeoOxoaumo
npuUBeCTH 000CHOBaHUe Mpu3HaHus yrpo3 1.1 - 4.3 HeakTyabHBIMHU.

HpI/I 000CHOBaHHUH HCAKTYaJIbHOCTU yrpos ciaenyer IMPpUBOJUTD MEPCUYCHb
OpPraHnu3allMOHHO-TCXHUYCCKHUX MCEP, pCain3alusad KOTOPBIX ITO3BOJIACT HeﬁTpaJII/I3OBaTL TaKUC YT'PO3HI,
WIH OCOOEHHOCTHU q)YHKI_II/IOHI/IpOBaHI/IH U OpraHu3anuu SKCIUTyaTallunu HH(I)OpM&I.[HOHHOfI CHUCTCMBEI,
ACIArOIUE TAKHUE YI'PO3bl HCAKTYAJIbHBIMU.

[Tpumep 3anonnenus Tabmuuesl N 2 B cimydae BiOopa o0o0meHHoi Bo3moxHoctd N 1 mpuBeneH B
[Ipunoxennn N 1.

B cnyuae, eciiu B Tabauue N 1 makcumanbHO BeIOpaHHast 000011IeHHast BO3MOKHOCTh He Bbime N 2,
To B Tabmume N 2 o00s3arenbHO akTyaibHa XOTs Obl ogHa u3 yrpo3 1.1 - 1.4, a takxke HE0OXOIUMO
IPUBECTH 000CHOBaHME MpHU3HaHUA yrpo3 2.1 - 4.3 HeaKTyalbHBIMHU.

B cnyuae, ecnu B Tabmuie N 1 makcumanbHO BIOpaHHast 0000IIEHHAST BOZMOKHOCTE He BhIe N 3,
To B Tabnuue N 2 o0s3aTenbHO akTyajdbHa XOTsS Obl oaHa u3 yrpo3 1.1 - 2.2, a takxke HE00X0IUMO
MIPUBECTH 00OCHOBaHUE Mpu3HaHUs yrpo3 3.1 - 4.3 HeakTyabHBIMHU.

B cnyuyae, ecu B Tabmuie N 1 makcumanbHO BeIOpaHHas 000011eHHAs BO3MOKHOCTH He BbIlie N 5,
To B Tabnume N 2 o0s3aTenbHO akTyainbHa XOTS Obl omHa w3 yrpo3 1.1 - 3.3, a Takxe HE0OXOAUMO
IPUBECTH 00OCHOBaHME MpU3HaHUsA yrpo3 4.1 - 4.3 HeaKkTyalbHBIMHU.

[Tpumep 3anonnenust Tabmuupsl N 2 B cirydae BeiOOpa 0600mieHHON Bo3MoxHOcTH N 5 mpuBesieH B
ITpunoxxennn N 2.

B cnydae, ecnu B Ta6nuie N 1 BeiOpana 06061mernHas Bo3MoKHOCTh N 6, To 3amonasaTh Tabmuiy N
2 HeT HEOOXOANUMOCTH.

Tab6muma N 2
N YTO4YHEHHBIE BO3MOKHOCTH HAPYLIUTENEH U AKTYyanpHOCTh O6ocHOBaH
HaIpaBJIEHUs aTak (COOTBETCTBYIOLINE AKTYyaIbHbIE HCIIOIb30BAHUS ue
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yIpO3bI)

(mpuMeHeHus) s
MOCTPOCHUS U
peanu3aliu aTaxK

OTCYTCTBUA

11

MPOBEACHUE aTaKM IPU HAXOXKIECHUU B IIpenesax
KOHTPOJIUPYEMOM 30HBI

1.2

npoBejeHUe artak Ha drtane 3kcmuyarauun CK3W Ha
clenyomue 00beKThI:

- nokymenTtauuto Ha CK3U u komnonentsr CD;

- MIOMEIIIEHUS, B KOTOPBIX HAXOJUTCSI COBOKYITHOCTh
MPOrPaMMHBIX ¥ TEXHHYECKHUX JJCMEHTOB CHCTEM
00pabOTKM MJAaHHBIX, CHOCOOHBIX (PYHKIIHOHHUPOBATH
CaMOCTOSITEJIbHO UJIM B COCTaBE JIPYIMX CUCTEM (Haiiee
- CBT), na xotopsix peanuzoBansl CK3U u CO;

13

MIOJIly4YeHHE B paMKax MpPEeJOCTAaBICHHBIX MMOJHOMOYHUH,
a Takke B pe3yibTare HAOJIOJIEHUN cleayrouen
nHpOopMauu:

- CBEJICHHI 0 (PU3NYECKUX Mepax 3alIUThl OOBEKTOB,
B KOTOpBIX pPa3MEUICHbl pecypchbl HHGOPMALMOHHOM
CUCTEMBI;

- CcBeIGHMH O Mepax 1O  00ecCHeyeHHIO
KOHTPOJIMPYEMOH  30HbI  OOBEKTOB, B  KOTOPBIX
pa3MelleHbl pecypchl HH()OPMAIMOHHONW CHCTEMBI;

- CBEICHMI O Mepax IO pa3rpaHUYEeHHIO JOCTYIa B
nomelneHus, B Kotopbix Haxoasarca CBT, Ha koTopbix
peanuzoBanbl CK3U u CO;

14

HCIIOJIb30BAHNUE LITAaTHBIX CpPEeACTB NCIIH,
OTrpaHUYEHHOE MEpaMH, pealn30BaHHBIMU B
MH(OPMALIMOHHON CHUCTEME, B KOTOPOW HCIIOJIb3YyeTCs
CK3H1, u HanpaBieHHBIMH Ha NPENOTBPALLEHUE U
IIpECeYCHNE HECAHKIIMOHUPOBAHHBIX JCHCTBU.

2.1

¢uznueckuit noctyn k CBT, Ha KOTOpPBIX peaan30BaHbI
CK3U u CP;

2.2

BO3MOXXHOCTh ~ BO3JIEWCTBOBaTH Ha  ammapaTHbIE
koMioHeHThl CK3W n C®, orpaHuueHHas Mepamu,
peain30BaHHBIMU B HMH(OPMAIIMOHHON CHCTEME, B
kotopou ucnonszyercs CK3W, u HanmpaBieHHbIMH Ha
MpeI0TBpALCHHE U npeceyeHne
HECaHKLMOHUPOBAHHBIX JICHCTBUH.

3.1

CO3J1aHUC CHOCO6OB, MMOoATOTOBKA U IMPOBCACHUEC aTaK C
IMPUBJICYCHUEM CICOHUAINCTOB B o0JacTH aHaln3a
CHUTHAJIOB, COMMPOBOKAAOIINX (I)YHKI_II/IOHI/IPOBaHI/IC
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CK311 u C®, u B o001acTH HCHOJL30BAHUA I

pcajm3anuun aTak HCAOKYMCHTUPOBAHHBIX
(HEeIEKIapUPOBAHHBIX) BO3MOYKHOCTCH IPHKIIAIHOTO
I10;

3.2 |mpoBenenue maboparopueix uccienoBanuii CK3U,
UCIOJb3YyEeMBbIX ~ BHE  KOHTPOJIHUPYEMOMH 30HBI,
OrpaHUYEHHOE MepaMmu, peann30BaHHBIMU B
MH(POPMALIMOHHON cHucTeMe, B KOTOPOH HCHOJIb3YyeTCs
CK3H1, u HanpaBieHHbIMH Ha NPEIOTBpALICHUE U
[IpecevyeHue HeCaHKI[MOHUPOBAHHBIX JAECHCTBUIA;

3.3 |mpoBeacHHE pabOT MO CO3JAHUIO CIIOCOOOB M CPEICTB
aTak B HAy4YHO-HCCIICIOBATEIIbCKIX IEHTpax,
CHEIHATM3UPYIOMIUXCS B 00IacTH pa3pabOTKH U
anannsa CK3U1 u C®D, B TOM 4ucIle ¢ UCIIOJIb30BAHUEM
HCXOJHBIX TEKCTOB Bxoxsmero B C® mNpuKIaIHOTO
1O, HemocpeACTBEHHO WCIOJB3YIOMIETO  BBI3OBBI
nporpamMMHubix ¢pyakiuit CK3U.

4.1 CO31aHuC CHOCO6OB, IMOAr0OTOBKA M IMPOBCACHUC aTaK C

MIPUBJICYEHUEM CHELHAIUCTOB B obmactu
UCIOJIb30BAHUSA Ui peanu3anuu aTak
HEJJOKYMEHTUPOBAHHBIX (HeeKkJIapupOBaHHbIX )

BO3MOKHOCTel cucremMHoro 110;

4.2 | BO3MOXHOCTh pacroJiaratb CBEJICHUSAMH,
COJICpXKAIIMMHUCSH B KOHCTPYKTOPCKOM JOKYMEHTAIIMU
Ha annapaTHbIe ¥ IPOrpaMMHbIe KOMIOHEHTHI CD;

4.3 | BO3MOXXHOCThH BO3JICHICTBOBATh Ha JFOObIE KOMIIOHEHTHI
CK31N u Co.

B cinydae, ecium mo pesynbTataM 3anoiHeHus TaOmaumbl N 2 BBIABISIETCS OTCYTCTBHUE
OpPraHMU3allMOHHO-TEXHUYECKUX Mep B paccMaTpuBaeMoil HHQPOPMAIMOHHON cHUCTEMe, peaau3anus
KOTOPBIX TI03BOJIIET HEHTpaln30BaTh pPAacCMAaTPUBAEMYIO YIpo3y, HIM OTCYTCTBYeT OOOCHOBaHHUE
OTCYTCTBHSI TAKOH YrpO3BI B CBS3H C OCOOCHHOCTSIMH (PYHKITMOHHUPOBAHHS HWH()OPMAIIMOHHON CHCTEMBI,
TO Takas yrposa Mpu3HaeTcs akTyalbHOH. B TakoMm ciydae ciemyer mepecMoTpeTh BBIOOP 0000IIEHHBIX
Bo3MokHOcTel B Tabnuue N 1 u moBroputh 3amonHeHue Tabmuibl N 2 ¢ ydyeToM BbIOOpa HOBBIX
0000IIIEHHBIX BO3MOKHOCTEH.

3aKkIroyeHue

B cootBerctBuM ¢ uwacthto 7 cratbu 19 3akona mpoektst HIIA mnoanmexaT coOryiacoBaHuio ¢
dbenepaibHBIM OpPraHOM HWCIIOJTHUTEIIBHOW BJIACTH, YIOJTHOMOYEHHBIM B oOjactu oOecreueHus
Oe3omacHOCTH, W (efepalbHBIM OPraHOM HCIOJHUTEIFHOW BJIACTHU, YIOTHOMOYEHHBIM B 00IacTH
MIPOTHBOICUCTBHUS TEXHHUECKUM pa3BeIKaM M TEXHUYECKOW 3aIUTHl HHGOPMAIIHH.
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CornacoBanne ¢ ®CBb Poccum uacTHBIX MOAENEH yrpo3 ONEpaToOpoB, IOATOTOBICHHBIX B
COOTBETCTBHUH C HACTOSILIUMH METOJUUYECKUMH PEKOMEHAALUsAMU, He TpeOyeTcsl.

[Tpunoxenue N 1

N | YTouHEeHHBIE BO3MOKHOCTH | AKTYyaJbHOCTb O6ocHOBaHHE OTCYTCTBUS
HapylmuTenei u UCIIOJIb30BaHUS
HaIlpaBJICHUs aTaKk (mpuMeHeHus)
(cooTBeTCTBYIOIIME IS
aKTyaJIbHbIE YTPO3bl) MIOCTPOEHUS U
peanu3anuu
aTak
1.1 |mpoBeaeHwe  araku  MPHU|HE aKTyaJbHO OPOBOMSITCS  pabOTBl MO  TOI00pY
HaxXOXJICHUH B  Ipenenax IIepCOHANA;
KOHTPOJIMPYEMOH 30HBI. JIOCTYIl B KOHTPOJUPYEMYIO 30HY, TJ€

pacnionaraercs CK3U, obecneunBaercs B
COOTBETCTBUU C KOHTPOJIbHO-TIPOITYCKHBIM

PEKUMOM;
MIpeICTaBUTENHN TEXHUUYECKHUX,
00CITy>KUBAIOIINX u JIpyTux

BCIIOMOTATENbHBIX CIYy)XO TIpu pabote B
MOMEIIEHUAX (CTOMKax), Te PacHOI0KEHBI
CK3U, u coTpyaHUKH, HE SBISIOLIMECS
nonb3oBaTeasmu CK3U, Haxomarcs B 3THX
MOMEMNIEHUSAX  TOJBKO B  IPHUCYTCTBUH
COTPYAHHUKOB I10 SKCILTyaTalNH;

COTPYAHUKH, SIBJISTFOTITECS
MOJIb30BATEISIMUA NCIIdH, HO HE
aBistomecss  moib3oBarensamu  CK3U,
MpOUH()OPMHUPOBAHBI O MpaBUIIaX pabOTHl B
HUCITIa 51 OTBETCTBEHHOCTH 3a
HECOOJII0ICHUE MpaBuiI oOecrieueHus
06e30macHOCTH HHPOPMAIIHH;

MOJIb30BaTENIN CK3H1
nponH(GOPMHUPOBAHBI O MpaBUiiaX pabOTHI B
NUCI A, npaBumax paborsr ¢ CK3U u
OTBETCTBEHHOCTH 33 HECOOJIIOJCHUE TIPABIII
oOecrieyeHus: 6€30MaCHOCTH HH(POPMALINY;

TIOMEIIEHUS, B KOTOPBIX PACIOJIAraroTCs
CK3U, ocHamieHbsl BXOJHBIMH JBEPbMHU C
3aMKaMH, o0ecrieyeHus MOCTOSIHHOTO
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3aKPbITHUA L[Bepeﬁ HOMCI_HCHI/Iﬁ Ha 3aMOK H

ux OTKPBITHS TOJIBKO JUIS
CaHKLIMOHMPOBAHHOI'O IIPOX0/a;
YTBEPKJIEHBl  IpaBWjIa  JOCTylla B

noMenenusi, rae pacnoiaratorcs CK3U, B
pabodyee u Hepabouee BpeMms, a TaKKe B
HELITaTHBIX CUTYalUsIX;

YTBEPXKJIEH TI€PEUCHb JIMI], HMEIOIINX
opaBO JOCTyna B  IOMEUICHUs, I/
pacnionaratorcst CK3U;

OCYLIECTBJISIETCA ~ pasrpaHUyYEHUE U
KOHTPOJIb ~ JOCTyna  TOJb30BaTelied K
3alllMILIAaEeMbIM pecypcam;

OCYIIECTBIISICTCS PETUCTpalusi U y4yeT
JeicTBuil moip3oBarenei ¢ I1/1H;

OCYIIECTBIISICTCS KOHTPOJb IEIO0CTHOCTH
CPEJICTB 3alIUThL;

Ha APM wu cepsepax,
ycranoBiensl CK3U:

UCITIOJIB3YIOTCS cepTu(UIUPOBAHHBIE
cCpeacTBa  3amMTHl  MHQOpMAIMKU  OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

UCIIOJIb3YIOTCS cepTu(UIUPOBaHHbBIE
CpelCcTBa AHTUBUPYCHOM 3AILIUTHI.

Ha KOTOpPBIX

1.2 |mpoBejeHHWe arak Ha JTare | HE aKTyalbHO MPOBOAATCS  paboThl 1O  moAOOpYy
skcrryatanun  CK3M  Ha IIEPCOHANIA;
clenyomue oObeKThI: JIOCTYl B KOHTPOJUPYEMYIO 30HY, TH€
- nokyMeHnTanuto Ha CK3U u pacnonaraercs CK3U, obecneunBaercs B
KOMITOHEHTHI CD; COOTBETCTBHUM C KOHTPOJIBHO-TIPOITYCKHBIM
- TIOMEUICHMs, B KOTOPBIX PEKUMOM;
HaXOJUTCS COBOKYITHOCTb nokymenTtaiuss Ha CK3U xpanutcs y
IIPOrpPaMMHBIX " orBercTBeHHOTO 32 CK3U B MeTammmyeckoM
TEXHUYECKHUX AJIEMEHTOB ceride;
cucreM 0OpaOOTKM JaHHBIX, MIOMEILIEHUE, B KOTOPBIX PaCIOJIararoTcs
CIIOCOOHBIX nokymentaruss Ha CK3U, CK3U wu
(GYHKIIMOHMPOBATH KOMIIOHEHTBl C®, oOcCHaIleHbl BXOJHBIMHU
CaMOCTOSITEILHO ~ WJIM B IBEPbMH  C  3aMKaMM,  OOecrieyeHHs
COCTaB€  JPYIHMX  CHUCTEM IIOCTOSIHHOT'O 3aKPbITHS ABEPEN TOMELICHUM
(mamee - CBT), Ha KOTOpBIX Ha 3aMOK M HUX OTKPBITUA TOJBKO JJIst
peannzoBanbl CK3U u CP. CaHKIIMOHUPOBAHHOI'O IIPOX0/a;

YTBEpXJACH TepedyeHb JIMI, HMEIOIINUX
IIpaBoO JOCTYIA B IOMEIEHUSI.

1.3 |momyuyenue B paMKax | HE akTyalbHO NpoBOJATCS  paboTel 1O moadopy
MIPEI0CTABIIEHHBIX NepcoHania;
[IOJIHOMOYUH, a TaKkXe B JOCTyl B KOHTPOJUPYEMYIO 30HY H
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pe3yibTaTe HaOII0IeHU | NOMEIICHHS, TJ€ pPacnojaraercs pecypcesl
cienyrommei nHpopMaIuu: NCTI/IH, obecrieunBaeTcsi B COOTBETCTBUU C
- CBeIEGHUH O (U3HUECKUX KOHTPOJIBHO-TIPOITYCKHBIM PEKUMOM;
Mepax 3amuThl 00bEKTOB, B CBEIEHUS O (PU3UYECKUX MEpax 3alluThl
KOTOPBIX pa3MenieHbl 00BbeKkTOB, B KOTOPHIX pasmemnieHbl UCII/IH,
pecypcel  MH(GOPMAITMOHHOMN JIOCTYITHBI OTPaHUYECHHOMY KpyTy
CUCTEMBI; COTPYAHHUKOB;
- CBEIEHUU O Mepax o COTpyIHUKHA mpouHpopMupoBansl 00
o0ecre4eHuo OTBETCTBEHHOCTH 32 HECOOJIOJICHUE MPaBUII
KOHTPOJIHPYEMOK 30HBI obecrniedeHus 6€30MacHOCTH HHPOPMAIIHH.
O00BEKTOB, B KOTOPBIX
pa3MelieHbl pecypcsl
MH(OPMALIMOHHON CUCTEMBI;
- CBEIEHHH O Mepax Mo
pasrpaHu4YeHuIo JOCTylla B
MOMENICHUsI, B  KOTOPBIX
HaxoasaTcst CBT, Ha KOTOpBIX
peanuzoBanbl CK3U u CO.
1.4 |ucnons3oBaHue IITAaTHBIX | HE aKTYaJIbHO OPOBOMSITCS  pabOTBl 1O  TOI00pY
CpEJCTB HCII/H, TIEPCOHAJIOB;
OTrpaHUYEHHOE MepaMH, IOMEIIEHUS,, B KOTOPBIX pacrojararorcs
peannu30BaHHBIMU B CBT, na xortopsix pacnonararorcss CK3U u
MH(OPMALIMOHHON CHCTEME, C®, ocHamieHbl BXOAHBIMH JBEPHMHU C
B KOTOPOH  HCIIOJIb3YETCs 3aMKaMHd, O00ecleYuBaeTcsi  MOCTOSHHOE
CK3MU, u HanpaBieHHBIMH Ha 3aKpBITHE JABEPEW NOMEIICHWM Ha 3aMOK H
MpeAOTBPAILEHUE u ux OTKpBITHE TOJIBKO JUTSt
rpeceyeHne CaHKIMOHUPOBAHHOTO MTPOXO/1a;
HECaHKIIMOHUPOBAHHBIX COTPYIHUKHA TMpOoUH(POPMHUpPOBAHBI 00
JNIEUCTBUM. OTBETCTBEHHOCTH 33 HECOOJIIOJICHUE TIPABUII
oOecrieyeHus: 6€30MaCHOCTH HHPOPMaLINY;
OCYIIECTBIISIETCSl ~ pasrpaHUueHue U
KOHTpOJIb ~ JOCTyHa MOJb30BaTelled K
3allUIIaeMbIM pecypcam;
OCYUIIECTBJISIETCS PETUCTpalusi U y4eT
JIEHCTBHI ITOJIB30BATEIICH;
B UCII/IH ucnonb3yroTcs:
cepTu(UIMPOBAHHBIE CPEACTBA 3alllUTHI
nH(pOpMalUM OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa;
cepTu(UIUPOBAHHBIE CpeacTBa
AHTUBUPYCHOM 3aIUTHI.
2.1 |dusmueckuii goctyn k¥ CBT, |He akTyaJlbHO MPOBOAATCS  paboThl 1O  moAOOpYy
Ha KOTOPBIX pealu30BaHbl MIEpPCOHANA;
CK31U u CO. JOCTYII B KOHTPOJUPYEMYK 30HY U
nomenieHusi, rae pacnonaraercs CBT, Ha
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kotopeix peasm3oBanbl CK3U u CO,
obecrieynBaeTcsi B~ COOTBETCTBHH  C
KOHTPOJIbHO-TIPOIYCKHBIM PEKUMOM;
MOMEIIEHUs, B KOTOPBIX PACIOIAraroTcs
CBT, na xotopbix pacnonaratorcsi CK3U u
C®, ocHaileHbl BXOAHBIMH JBEPbMHU C
3aMKaMH, OOECIeYMBAETCA  IMOCTOSHHOE
3aKpbITUE JABEpPEH MOMEUIEHUN HA 3aMOK U
ux OTKpBITHE TOJIBKO TUIS
CaHKIIMOHMPOBAHHOTO MTPOXO0/A.

2.2 |BO3MOXHOCTH HE aKTyaJbHO OPOBOMSITCS  pabOTBl 1O  TOI00pY
BO3/ICHCTBOBATD Ha nepcoHaa;
anmapaTHble  KOMITOHEHTBI JOCTYIl B KOHTPOJUPYEMYIO 30HY U
CK3U u C®D, orpanunyeHHas noMenenus, rae pacnosaraercs CBT, Ha
MepaMH, PEaIN30BaHHBIMU B koTopeix peanu3oBansl CK3UM u CO,
MH(OPMALIMOHHON CHCTEME, o0ecrieunBaeTcsi B COOTBETCTBHH  C
B KOTOpPOM  HCHOJIb3yETCS KOHTPOJILHO-TIPOITYCKHBIM PEKUMOM;
CK3U, u HanpaBieHHbIMHU Ha MOMEIIEHUS, B KOTOPBIX pacrojararorcs
MPEIOTBPALLICHUE u CK3U wu C®d, ocHameHsl BXOAHBIMU
rpeceueHne JIBEPbMH C 3aMKaMH, OOecreynBaeTcs
HECaHKIIMOHUPOBAHHBIX MOCTOSTHHOE 3aKpBITHE JBEpPEH MOMEIICHUN
JEHUCTBUM. Ha 3aMOK M HX OTKPBITHUE TOJBKO s

CaHKIITMOHMPOBAHHOTO MIPOX0/1a;

MpPEICTaBUTENN TEXHUYECKUX,
00CITyKUBAIOIINX u TPYTHX
BCIIOMOTATENbHBIX CIYyKO mpu pabore B
MOMEILEHUAX (CTOMKaX), TJ€ PacroyIOKEHbI
komnoHeHTl CK3U u C®, u coTpynHHUKH,
He sBasgmouigecs: mnoib3oBareaamu CK3U,
HaxoJATCsS B 3TUX MOMEIIECHUSX TOJBKO B
MIPUCYTCTBUU COTPYIHHKOB o
3KCILTyaTaluu.

3.1 |co3manue Croco00B, | HE aKTyalbHO HE OCYLIECTBIISIETCS o0OpaboTka
MOATOTOBKA W TPOBEICHHE CBEJICHUH, COCTAaBJISIOIINX
aTak c MPUBJICYCHUEM roCyJapCTBEHHYIO TailHy, a TaKKe HHBIX
CHEIHAUCTOB B  00JacTH CBEJICHWN, KOTOpbIE MOTYT MPEICTABIAThH
aHanu3a CUTHAJIOB, WHTEpeC AJI pealn3aluid BO3MOKHOCTH;
COTIPOBOXKTAFOIITIX BBICOKAass CTOMMOCTh W  CJIOKHOCTh
¢bynkmonuposanre CK3U u MOATOTOBKU pean3aluid BO3MOKHOCTH;
Co, u B obnacTu MPOBOAATCS  paboThl 1O  moAbOpYy
WCII0b30BAHUS JUTSt MepCcoHaa;
peanuzanuu aTax JOCTYIT B KOHTPOJUPYEMYIO 30HY U
HEJIOKYMEHTHUPOBAHHBIX nomenieHusi, rae pacnonaraercs CBT, Ha
(HemexIapupPOBAHHBIX ) kotopbix peanuzoBanbl CK3U wu CO,
BO3MOKHOCTEH MPUKIATHOTO obOecrieunBaeTcsi B~ COOTBETCTBHH  C
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I10.

KOHTPOJILHO-TIPOITYCKHBIM PEKUMOM;
MOMEIIEHUS, B KOTOPBIX PACIOJIAraroTcs
CK3U wu CO, ocHameHsl BXOJIHBIMH
IBEPbMH C 3aMKaMH, O00eCIeYrBaCTCS
MOCTOSTHHOE 3aKpBITHE JBEpEH MOMEIIeHUIN
Ha 3aMOK M HX OTKPBITHE TOJBKO Jis
CaHKIIMOHMPOBAHHOT'O MIPOX0/1a;
MpeACTaBUTEIN TEXHUYECKHX,
00CITy>)KMBAIOIITUX u JIPYTUX
BCIIOMOTATENIbHBIX CIIy’)k0O mpu padore B
MOMEIICHUAX (CTOMKAxX), T/Ie PacHoJIOKCHBI
xomnoHeHTel CK3U u C®, u coTpynHUKH,
He sBisromMecs noab3oBarensamu CK3U,
HAaXOJATCSI B ITUX IOMEIICHHUSAX TOJHBKO B

IPUCYTCTBUU COTPYIHHUKOB 1o
SKCIUTyaTalluu;

OCYIIECTBIISIETCS ~ pasTpaHUueHUE U
KOHTpOJIb ~ JIOCTylla  IOJb3OBaTenell K

3alMIIAEMBIM pecypcam;
OCYLIECTBIISICTCA PpErucTpauuss Hu yder
JIeHCTBHI MOJIb30BaTEIICH;
Ha APM wu cepsepax,
ycranoBiensl CK3MU:
HCIIONB3YIOTCA cepTu(uLIUpPOBaHHbIE
cpeAcTBa  3alUThl  HMHpOpMANMU  OT
HECAaHKIIMOHUPOBAHHOTO JTOCTYIIA;
UCIIOJIb3YIOTCS CepTU(GHUIMPOBAHHBIE
CpelCcTBa AHTUBUPYCHOM 3AILIUATHI.

Ha KOTOpPBIX

3.2 |mpoBefieHHE JTa0OPATOPHBIX | HE aKTyalTbHO HE OCYIIIECTBIISETCS o0OpaboTka
HUCCIeJ0BaHUU CK3H, CBEICHUI, COCTAaBIISIOIINX
HCIIOJIb3YEMBIX BHE TOCY/IapCTBCHHYIO TaliHy, a TakKe WHBIX
KOHTPOJIHPYEMOI 30HBI, CBEICHM, KOTOpbIE MOTYT MPEICTaBISThH
OTpaHUYEHHOE MEpaMH, WHTEpEeC IS peau3alui BO3MOKHOCTH;
pealn30BaHHBIMU B BBICOKAsi CTOMMOCTb M  CJIOXKHOCTh
WH()OPMAIMOHHON CHCTEME, MTOJITOTOBKH PealTN3aIlii BO3MOKHOCTH.

B KOTOPOH HCIOJIb3YyeTCs
CK3U, n HanpaBiIeHHBIMHU Ha
MpeIOTBPAIICHHE u
MpecevYeHne
HECaHKIIMOHUPOBAHHBIX
JIEHCTBHI.

3.3 |mposeacHHE pabor 10 | HE aKTyaJIbHO HE OCYIIIECTBIISETCS o0OpaboTka
CO3JaHUIO CII0CO00B i CBEJICHUIA, COCTAaBIISIIOIINAX
CpeICTB aTak B TOCY/IapCTBCHHYIO TaiiHy, a TakKe HHBIX
HAyYHO-HCCIIeI0OBATEbCKIX CBEJICHMI, KOTOpBIE MOTYT MPEICTABISThH
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LIEHTpAX, MHTEpEC [T peaau3ald BO3MOXKHOCTH;
CHEIUATU3UPYIOIINXCSI B BBICOKAS CTOMMOCTb U  CJIOXHOCTh
obmacth  pa3paboOTKH W MOJATrOTOBKHU peaan3alyd BO3MOXKHOCTH.
anamm3a CK3U u CO, B Tom
YHUCIIE C HCIOJIb30BaHUEM
HCXOTHBIX TEKCTOB
BXOJSIIETO B Co
IIPUKJIAIHOTO 110,

HEMOCPEICTBEHHO

KCIIOJIB3YIOLIETO BBI30BBI

MPOrPAMMHBIX byHKIUI

CK31.

4.1 |co3nmanue Croco00B, | HE aKTyaJIbHO HE OCYIIECTBIISIETCS o0OpaboTka
MOJrOTOBKA M TPOBEJACHUE CBEICHMH, COCTAaBJISIOIINX
arax c MIPUBJICYCHUEM rOCyJapCTBEHHYIO TailHy, a TaKKe HHBIX
CIICIMAIUCTOB B  00JIaCTH CBEJICHUN, KOTOpbIE MOTYT IpPEICTaBIATh
HCIIOIL30BaHUS JUIS WHTEPEC JIJIsl pealiu3alii BO3MOXKXHOCTH;
peanuzanuu arak BBICOKasl CTOMMOCTb M  CIOXKHOCTb
HEJIOKYMEHTHUPOBAHHBIX MOATOTOBKU PeaIM3allii BO3MOXKHOCTH;
(HeneKIapUPOBAHHBIX ) OpOBOAATCS  paboThl MO  Moadopy
BO3MOXKHOCTEH CHCTEMHOI'O NepcoHana;

I10. JOCTYIl B KOHTPOJUPYEMYIO 30HY U
nomenieHusi, rae pacnonaraercs CBT, na
koTopelx peanusoBansl CK3U u CO,
oOecreynBaeTcd B COOTBETCTBUH  C
KOHTPOJIbHO-TIPOITYCKHBIM PEKUMOM;

TOMENIEHUs, B KOTOPBIX PACIOJIararoTcs
CK3U wu CO®, ocHameHs BXOJHBIMH
IBEPPMU C 3aMKaMmH, oOecreynBaercs
MIOCTOSIHHOE 3aKpbITUE JBEpEed MOMELIECHUN
Ha 3aMOK M WX OTKPBITHE TOJBKO s
CaHKIIMOHMPOBAHHOI'O MTPOX0/1a;

MpeACTaBUTETN TEXHUYECKHX,
00CITYKHBAIOIIIX u JIPYTUX
BCIIOMOTATENbHBIX CIYy)X0 Tpu pabote B
MOMEIIEHUAX (CTOMKaX), TJE PacIOI0KEHbI
koMmnoHeHTsl CK3U u C®D, n coTpyaHukH,
He sBasgrommecs: mnoib3oBareaamu CK3U,
HaXOoJATCSI B OTHUX IOMEIIEHUSIX TOJLKO B
MPUCYTCTBUU COTPYIHHKOB o
IKCIUTyaTaIuu;

OCYLIECTBISIETCS ~ pasrpaHUYEHUE U
KOHTpPOJIb ~ JIOCTylla  TIOJIb3OBaTelied K
3allMILaeMbIM pecypcam;

OCYIIECTBIISICTCS PETUCTpAIUs H y4eT
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JIIeHCTBHI MTOJIH30BATEIICH;
Ha APM u cepsepax,
yctanoBisiensl CK3U:
HCIOJIb3YIOTCS cepTu(UIUPOBAHHBIE
CpeacTBa  3alMTBl  MHQOpMALMU  OT
HECaHKLMOHUPOBAHHOTO JJOCTYIIA;
UCIIOJIB3YIOTCS cepTu(UIUPOBAHHbBIE
CpEICTBa AHTUBUPYCHOM 3AILUTHI.

Ha KOTOPBIX

4.2 |BO3MOXXHOCTb  pacIiojlarath | He akTyaJlbHO HE OCYILIECTBIISETCS o0paboTka
CBEICHUSMH, CBEICHUIA, COCTaBIISOLIUX
coJiepKalluMHuCs B rOCy/IapCTBEHHYIO TaillHy, a TakKXe HHbBIX
KOHCTPYKTOPCKOM CBEIICHMI, KOTOpbIE MOTYT MPEICTaBISThH
JOKYMEHTaluu Ha UHTEpEC AJIs peaan3aluy BO3MOKHOCTH.
anmnapaTHbIe U MIPOTrPaMMHBIE
KoMroHeHThl CO.

4.3 | BO3MOXHOCTH HE aKTyaJbHO HE OCYIIECTBIISICTCS o0OpaboTka
BO3JICHICTBOBATh Ha JHOOBIE CBEJICHHUIA, COCTaBIISOLIUX
koMmioHeHTsl CK3U u CP. rOCYJapCTBEHHYIO TaillHy, a TaKKe HHBIX

CBEIICHUI, KOTOpbIE MOTYT MPEICTaBISThH
MHTEpEC JJIsl peaIn3aluy BO3MOKHOCTH.
[Tpunoxenne N 2
N | YTouHeHHbIE BOBMOKHOCTH | AKTYaJbHOCTb O6ocHOBaHME OTCYTCTBUS
Hapyulmurenei u HCIIOJIb30BAHUS
HaIpaBJICHUS aTaK (mprMeHeHus1)
(cooTBeTCTBYIOIINE TUTSt
aKTyallbHBIE YTPO3bI) IIOCTPOEHHUS U
peanuzanuu
aTaK

1.1 |mpoBeneHue  aTaku  TIPH | HE aKTyalbHO
HaXOXJEHUU B Ipejaenax
KOHTPOJIMPYEMOH 30HBI.

1.2 |mpoBeneHwe arak Ha JTare |HE aKTYaJIbHO
skcrutyataiun - CK3U  nHa
cnenyronme 00beKTHI:

- JOKyMEHTalUl0  Ha
CK3U u xkomnorenTsr CD;
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- TIOMEIICHUsI, B KOTOPBIX
HaXOUTCS COBOKYITHOCTh
MIPOTrpaMMHBIX u
TEXHHYECKUX 3JICMEHTOB
cucteM OOpaOOTKH JIaHHBIX,
CIIOCOOHBIX
(HYHKIIMOHUPOBATH
CaMOCTOSATEIIBHO  WJIH B
COCTaBE  JIPYTUX  CHCTEM
(manee - CBT), Ha KOTOpBIX
peanuzoBanbl CK3U1 u CO.

13

MOJTyYeHHe B pamKax
IIPEIOCTABIIEHHBIX
IIOJTHOMOYMH, a Takke B
pe3yibTaTe HaOII0ICHU N
creayromei nHpopMaLuu:

- CBEAICHUH O (PU3NIECKUX
Mepax 3aluThl 00BEKTOB, B
KOTOPBIX pa3MelieHbl
pecypcel  MH(OpMaMOHHON
CUCTEMBI;

- CBEICHUM O Mepax Io
o0ecre4eHuno
KOHTPOJIMPYEMOM 30HBI
00BEKTOB, B KOTOPBIX
pa3MelIeHbl pecypcsl
MH(POPMAIIMOHHOMN CHUCTEMBI,

- CBEICHUM O Mepax Io
pasrpaHUyYeHuIo JOCTyNa B
Ilomemenuss, B  KOTOPBIX
Haxoxatcss CBT, Ha KOTOpbIX
peanuzoBanbl CK3U1 u CO.

HC aKTYaJIbHO

14

HCIIOIb30BaHUE LITaTHBIX
CpEICTB NCII/H,
OrpaHUYECHHOE MepaMHu,
peann30BaHHBIMU B
MH(POPMAIIMOHHOM  cUcTeMe,
B KOTOpPOW  HCIOJNB3YETCS
CK3MU, u HanpaBieHHBIMU Ha
MIPEAOTBPALLEHUE nu
[IpeceYecHne
HECAaHKIMOHUPOBAHHBIX
JNEUCTBUMN.

HC aKTYaJIbHO

2.1

¢usnueckuit goctyn xk CBT,

HC aKTYaJIbHO
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Ha KOTOPBIX pPEAIU30BaHBI
CK31N u Co.

2.2

BO3MO>KHOCTh
BO3JICHCTBOBATD Ha
anmapaTHble  KOMIIOHEHTBI
CK3U u CD, orpannveHHas
MepaMu, pealn30BaHHBIMU B
MH(OPMALIMOHHON  CUCTEME,
B KOTOPOHM  HCIOJIB3YETCS
CK3U, n HanpaBlIeHHbIMU Ha
IIPEeIOTBPALLCHHUE u
rpeceueHne
HECaHKIIMOHUPOBAHHBIX
IENUCTBUIA.

aKTyaJIbHO

3.1

CO3/1aHue CIoco0oB,
MOATOTOBKA M TPOBEJCHUE
aTax C MpUBJICYCHUEM
CHEIMAJIUCTOB B  o0nacTu
aHaim3a CUTHAJIOB,
COTIPOBOXKAAIOITUX
¢bynkmonupoBanne CK3U u
Co, u B o0OJacTu
MCIIOJIb30BaHUS TUTST
peanu3anuu aTak
HEJOKYMEHTHUPOBAHHBIX
(HeeKJIapupOBaAHHbIX )
BO3MOXXHOCTEH MPUKIIATHOTO
I10.

AKTYaJIbHO

3.2

MpoBeJIeHHE JabOPATOPHBIX
HUCCIEOBAHUM CK3H,
HCIOJIb3YEMBIX BHE
KOHTPOJIMPYEMOM 30HBI,
OTpaHUYEHHOE Mepamu,
pealn30BaHHBIMU B
MH(OPMALIMOHHON — CUCTEME,
B KOTOpPOH MCIOJNb3yeTCs
CK3U, n HanpaBlIeHHBIMH Ha
IIPEIOTBPALLIEHHUE u
rpeceyeHne
HECaHKLMOHUPOBAHHBIX
JNEUCTBHM.

HE aKTyaJIbHO

3.3

MPOBEICHUE pabort o
CO3JaHUIO cI1oco0oB H

HE aKTyaJIbHO
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CpeACTB aTak B
HAy4YHO-HCCIICIOBATEIbCKIX
HEHTpax,
CHETIHATU3UPYIOTIUX CSI B
obmactu  pa3paboTKH |
anaim3a CK3U1 u CO, B Tom
YHCIe C HCIOJb30BAaHHEM

MCXOJIHBIX TEKCTOB
BXOJISIIETO B Co

IIPUKIIATHOTO 110,

HEMOCPEJACTBEHHO

HCTIOJIB3YIOLIETO BBI30BBI

MIPOrPaMMHBIX byHKIUI

CK3H.

4.1 |co3nanue CIOCOOOB, | HE aKTyaJIbHO |HAJIMYME  3aKJIIOYEHUsT 00  OTCYTCTBUHU
MOATOTOBKA W TPOBEICHUE HEICKJIapUPOBAHHBIX BO3MOXKHOCTEHN
aTax C IPUBJICYEHUEM cucremuoro I10.

CHEeIHaMCTOB B  oOjacTu
WCTIOJIb30BAHUS TUISt
peanuzanuu aTax
HETOKYMEHTHPOBAHHBIX
(HeneKIapupOBAHHBIX )
BO3MOYKHOCTEH CHCTEMHOTO
I10.

4.2 |BO3MOXHOCTb  pacIojlaraTh | HE aKTyaJdbHO |BBICOKas ~ CTOMMOCTb M CJOXHOCTb
CBEIICHUSIMH, MOJITOTOBKH PeajT3allii BO3SMOXKXHOCTH.
coJiep KaIUMHUCS B
KOHCTPYKTOPCKOU
JOKYMEHTAIUH Ha

amnmapaTHbIe U TPOrpaMMHBIE
KOMIIOHeHTEI CO.

4.3 | BO3MOXHOCTh HE aKTyaJIbHO |BBICOKas  CTOMMOCTH M CJIOXKHOCTb
BO3CHCTBOBATh Ha JIOOBIE MOJAITOTOBKH pealin3alii BO3MOXKHOCTH;
koMioHeHTsl CK3U u CP. OCYIIECTBIIAETCS pasrpaHuycHue 51

KOHTpOJb  JOCTyNa TIojb30oBaTeneld K
3allMIIAEMbIM PECypCaM.
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